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ABSTRACT
The past 10 years has seen more terror attacks on the rise. These threats continue to plague not only
western countries, but also continue to instil fear and division among the people in our region, like Singapore.
These threats are constant reminders for us that we should never take our peace and security for granted. While
the theory of deterrence continues to be an effective strategy against conventional threats, the author explores
whether this theory is still relevant amidst the on-going threat of terrorism. This is especially so in Singapore’s
situation, taking into consideration her position as a multi-cultural nation with strong economic links to global
trade. In this essay, the author argues that deterrence theory and deterrence strategies can indeed be applied to
terrorist organisations, and that Singapore can and should apply these strategies in its counter-terrorism efforts.
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INTRODUCTION
The start of the 21st century marked the
beginning of a new security environment. The now
infamous Al-Qaeda simultaneous attacks on the World
Trade Centre in New York City and the attack on the
Pentagon on 11th September 2001 (9/11) demonstrated
the threat of transnational terrorism. Over the next 10
years, Transnational Terrorist Threats (T3) would
continue to be a threat to international peace and
security. When it seemed that Al-Qaeda was under
control having had many of its leaders such as Osama
Bin Laden neutralised, the Islamic State in Iraq and Syria
(ISIS) rose to prominence.1 It would seem that terrorist
threats are here to stay.
Singapore is particularly vulnerable to terrorist
threats and other extremist ideologies because of its
strong position against terrorism as well as its alignment
to the west. As an open and cosmopolitan society, any
successful attack would have significant impact and
receive widespread media coverage. And because
Singapore is multi-racial and multi-religious, any
extremist ideology, if left unchecked, could potentially
tear apart Singapore’s social fabric. These reasons make
Singapore a prime terrorist target. What can Singapore
do to defend against this threat?
Deterrence has been and continues to be one of
the pillars of Singapore's defence policy (the other pillar
being diplomacy).2 This has been effective against
conventional state-based threats.
However, can
deterrence apply to terrorist organisations? Following
the 9/11 attacks in the United States (US), its September

2002 National Security Strategy stated that ‘Traditional
concepts of deterrence will not work against a terrorist
enemy whose avowed tactics are wanton destruction
and the targeting of innocents; whose so-called soldiers
seek martyrdom in death and whose most potent
protection is statelessness.’3 This thinking was premised
on the belief that terrorists are inherently irrational and
hence cannot be deterred.
Since then, there has been a lot more research on
terrorist organisations, their motivations, behaviour and
strategies. It has become clear that many terrorist
organisations do indeed have rational objectives and
have adopted strategies to achieve their objectives. This
therefore suggests that terrorists can indeed be
deterred.
This essay argues that deterrence theory and
deterrence strategies can indeed be applied to terrorist
organisations, and that Singapore can and should apply
these strategies in its counter-terrorism efforts.

APPLICATION OF DETERRENCE THEORY
TO TERRORISTS
Deterrence Theory
Conventional deterrence as defined by
Mearsheimer is the ability to ‘dissuade an opponent
from initiating an aggressive action because the costs
and risks of doing so do not justify the perceived
benefits.’4 The focus here is a cost-benefit computation
as viewed from the aggressor’s perspective. It suggests
that one could deter aggression by (a) increasing the
1

Wikipedia

Can Singapore Apply Deterrence as an Effective Strategy against Terrorist Organisations?

The Bali Bombing Memorial on the original site of Paddy’s Pub where it was detonated in Kuta, Indonesia.
cost to the aggressor, or (b) decreasing the benefit to be
achieved. This definition, however, assumes that the
aggressor perceives cost and benefits in a conventional
way, in that if the cost exceeds the benefit, the
aggressor would cease the aggressive behaviour or seek
alternative means to achieve its objective.

of US national defence policy to counter this threat.
However, following the 9/11 attacks, US policy makers
questioned if the same deterrence approach could be
applied to Al-Qaeda and other similar terrorist
organisations. They concluded then that such
organisations could not be deterred.

Singapore
is
particularly
vulnerable to terrorist threats and
other
extremist
ideologies
because of its strong position
against terrorism as well as its
alignment to the west.

One of the reasons for this thinking was the
perception that terrorists were so irrational that they
would not respond to normal cost-benefit computations
as rational beings would.5 Furthermore, their objectives
seemed at that time to be religiously motivated and
therefore difficult to hold at risk given that they were
even willing to die for the cause.6 However, there is now
overwhelming evidence that terrorist are indeed
rational beings, with rational objectives, strategies and
behaviour. Martha Crenshaw argued even before the
9/11 attacks ‘that terrorist behaviour should be
analysed as ‘rational’ [based] on the assumption that
terrorist organisations possess internally consistent sets
of values, beliefs, and images of the environment.’7
Later on, Robert Pape showed that ‘rather than religion
or any other ideology, what almost all suicide terrorist
attacks since 1980 have in common is a specific strategic
political objective that seeks to compel a democratic

Applicability of Deterrence Theory to
Terrorists
Deterrence Theory was most widely applied
during the Cold War when the US was primarily
concerned about the Soviet nuclear threat. Deterrence,
in particular nuclear deterrence, was then a cornerstone
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state to withdraw combat forces.’ 8 Al-Qaeda had similar
strategic objectives, targeting, other than the US, the
United Kingdom (UK) and Spain in a bid to break up the
coalition of forces occupying Iraq. Terrorism and suicide
bombings were essentially viewed as strategic tools
used to achieve its objectives.
The second argument for why terrorists cannot
be deterred is that they are difficult to find and hence
punish. Furthermore, unlike the bipolar nature of the
cold war, there are many more individuals who act
autonomously
within
multiple
interconnected
networks. However, past operations have shown that
states can indeed find many of the terrorists albeit after
expending much resources. Some of the more notable
ones are Osama Bin Laden in Afghanistan, and the 31
Jemaah Islamiyah (JI) operatives in Singapore. Even if
terrorists are difficult to locate, their supporting
networks of financiers and recruiters are more easily
found and threatened. These will make the groups’
achievement of their goals more costly and difficult.9
There is therefore, compelling reason to believe
that deterrence theory can be applied to terrorist given
that they are rational and that they and their network
of supporters can be found and threatened.

aggressive actions are taken, the costs incurred by the
aggressor would far exceed the benefit it had hoped to
achieve. This would then tip the aggressor’s cost-benefit
computation making the aggressive action not worth
the costs. The deterring state has succeeded in
deterring aggressive action by threatening punishment.
This approach to increase the cost of an attack is
termed ‘Deterrence by Punishment.’10 Until the rise of
the contemporary terrorist threat, most states practised
this form of deterrence.
There is, however, another form of deterrence
put forth by Glenn Snyder. This approach is termed
‘Deterrence by Denial’ and aims to threaten the denial
of benefits to be achieved. This again tips the costbenefit computation for the aggressor and results in
deterring further action. This realm of deterrence is less
widely used and not well understood. It, however, has
the potential to be even more effective than
‘punishment’ because ‘Denial deterrence presents the
enemy with a threat which is more easily calculable
than punishment deterrence.’11 An example of this is
the presence of an anti-missile system where its mere
existence immediately causes the aggressor to
reconsider his chances of success and the resultant
achievement of benefit.

DETERRENCE STRATEGIES AND THEIR
EFFECTIVENESS AGAINST TERRORISTS Deterrence Strategy Against Terrorists
Deterrence Strategies
The most common deterrence strategy seen
today is that of a state’s military building-up its
defences in a bid to deter possible aggression from
another state. In so doing, the deterring state attempts
to threaten an aggressor state by showing that if

We now consider how these deterrence
strategies can be adopted to deter terrorists. While
conventional state-based threats may have been
effectively deterred by the threat of retaliation, a more
comprehensive approach, adopting both retaliation and
denial strategies, may be required to counter terrorist
threats. Such an approach was proposed by Kroenig and

DETERRENCE STRATEGIES

POSSIBLE ACTIONS

Directly Impose Costs

- Threaten imprisonment or death against terrorist leaders, financiers, supporters, and
clerics
- Scrutinise donations to religious organisations
- Threaten states that sponsor or support terrorism
- Threaten impact to objects they value to terrorists such as their families, assets and
communities; may include imposition of fines, travel restrictions, closer monitoring,
removal of privileges, etc.

Threaten to respond against
violent extremism

Indirectly Impose Costs
Threaten to respond against
assets or people valued by
violent extremists.

Tactical Denial
Threaten to deny tactical success

Strategic Denial
Threaten to deny the
achievement of strategic goals

- Threaten to deny success of an attack
- Enhance homeland security
- Improve domestic intelligence capabilities
- Harden key installations
- Apply strategic communications to publicise effectiveness of security measures and
resilience of society
- Identify and deny objectives sought by terrorists
- Deny publicity of terror organisations, plots and activities
- Deny ability to cause widespread panic by strengthening social resilience
- Deny disruption to economy
- Combat and discredit ideological goals of terrorists
- Refuse terrorist demands

Table 1: Deterrence Strategies and their possible actions.12
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Pavel who pioneered the thinking behind the US
deterrence strategies against terrorists in 2005. Kroenig
and Pavel presented four strategies to deter terrorists,
some of which have been effectively applied by the US
against the Al-Qaeda. These are categorised into
strategies to impose costs directly and indirectly, and
those that deny tactical or strategic benefits. Table 1
provides a summary of each of the strategies and
examples of possible actions.

While conventional state-based
threats may have been effectively
deterred by the threat of
retaliation, a more comprehensive
approach,
adopting
both
retaliation and denial strategies,
may be required to counter
terrorist threats.
APPLICATION OF DETERRENCE
STRATEGIES AGAINST TERRORISTS FOR
SINGAPORE
The threat of transnational terrorism continually
looms over Singapore. Given that deterrence can be an
effective strategy against terrorists, Singapore can apply
it as part of its strategy to counter the terrorist threat.
While Kroenig and Pavel’s framework has been used
effectively by the US, it has to be adapted to Singapore’s
realities. For a start, Singapore is a small state and may
not have the resources or wherewithal to pursue all
strategies. Geography would be another constraint for
Singapore.

of only 5.7M, it cannot afford to maintain a large
standing military. Instead, it maintains a mix of regular
and conscript force of about 350,000 personnel that is
focused on countering conventional threats.13
Singapore’s economic success is largely attributed to the
many free-trade agreements signed with its regional
and international partners. Its closest neighbours,
Malaysia and Indonesia, are its second and fifth largest
trading partners in terms of total trade (see Table 1).
Therefore, good relations with our key trading partners
are a key pillar to ensure economic sustainability.
Singapore is situated next to countries with a
much larger ethnic majority (see Table 2). Many Islamic
extremists espousing a separatist Islamic agenda reside
in the region. These include the Moro Islamic Liberation
Front (MILF), the Abu Sayyaf Group, and the Jemaah
Islamiyah (JI). With a multi-ethnic and multi-religious
mix, any effort to counter extremist ideologies will need
to be sensitively approached in order not to disrupt
Singapore’s delicate social fabric or create opportunities
for extremists to stoke religious or racial fears.

APPLYING DETERRENCE
FOR
SINGAPORE’S
TERRORISM EFFORTS

STRATEGIES
COUNTER-

Given Singapore’s realities, Singapore will need to
adapt the deterrence strategies proposed by Kroenig
and Pavel for its purpose.

Direct and Indirect Cost Imposition

Singapore’s Realities

Singapore is a small state with limited political
clout and resources to impose costs on suspected
terrorists. For instance, it cannot simply conduct
extensive military operations against terrorists hiding in
foreign lands. This would unnecessarily burden our
small military force by putting our citizen soldiers in
harm’s way. It would also undoubtedly affect foreign
relations with the governments of those countries.

Singapore is a small state with limited manpower
and a highly trade-dependent economy. With a population

However, Singapore can still impose heavy cost
implications to known and identified terrorists by

Singapore

Malaysia

Indonesia

Population (M)
Ethnic Groups (%)

5.6

30.1

253.6

Chinese
Malay/Javanese
Indians
Others

74.2
13.3
9.2
3.3

22.6
50.1
6.7
20.6

1.2
85.8
Others
13.0

–
–
–

49.1
62.1
111.5

23.8
48.6
72.2

Trade ($Bil)
Imports
Exports
Total

Table 2: Singapore, Malaysia and Indonesia’s ethnic groups and trade.14
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threatening or imposing detention or restriction orders.
This can be done through the Internal Security Act,
which allows the authorities to detain any person
‘acting in any manner prejudicial to the security of
Singapore… for any period not exceeding two years.’15
Furthermore, with its strong linkages with neighbouring
countries, Singapore can work with its foreign
counterparts to seek and apprehend terrorists known to
threaten Singapore’s security. An example of this
application was the detention of the leader of JI’s
Singapore cell, Mas Selamat Kastari, in 2002 under the
Internal Security Act. He was caught in Indonesia but
was extradited at Singapore’s request.

Furthermore, with its strong
linkages
with
neighbouring
countries, Singapore can work with
its foreign counterparts to seek and
apprehend terrorists known to
threaten Singapore’s security.

Tactical and Strategic Denial Strategies
Singapore can adopt most if not all of the denial
strategies proposed as they are mostly focused
internally within the jurisdiction of the country. At the
tactical level, Singapore can focus on denying the
success of an attack. These could include enhanced
border protection capabilities, hardening of key targets,
increased security at major national events, and
randomised checks at borders and facilities. The
population should also be trained to identify and report
suspicious activities. Examples of what Singapore has
done in this area are the enhanced combined patrols at
ports of entry, enhanced 24/7 protection of key national
infrastructure such as Singapore Armed Forces (SAF)
Camps and Jurong Island, and enhanced security at
national events such as the National Day Parade and
Singapore Air Show. Singapore has also stepped up
surveillance of terror-related activities with 66 arrests
made since 2002 and one as recent as 2013.16 Tactical
denial strategies however will incur significant resources

Cyberpioneer

Indirect cost imposition actions suggested by
Kroenig and Pavel include actions against the terrorist’s
family or property. While Singapore’s Internal Security
Act could be applied as well, it has not been done thus

far. Such a move could prove too controversial to be
implemented in Singapore. Nonetheless, family
members play an important role in countering radical
ideology and alerting authorities to suspected
radicalisation. Rather than being used as a means to
increase costs to the suspected terrorists, family
members should be engaged as part of denial strategies.

A joint SAF-SPF patrol team in a Joint Counter-Terrorism Exercise.
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as there are an unlimited number of targets that
terrorists could attack, and Singapore simply cannot
harden every single one.

bolster their own political agenda and cause racial or
religious disharmony.

Strategic denial strategies may prove to be an
effective approach for Singapore. Singapore will first
need to identify possible objectives of terrorists and
seek ways to deny them the benefit of success. One of
the identified objectives of terrorist is to divide
Singapore society and cause fear.17 In order to deny
terrorists the benefit of success, Singapore will need to
strengthen its social cohesion and interracial and
interfaith harmony. This has been recognised by
Singapore as one of the cornerstones of its strategy
against terrorists. The strategy stated that ‘in order to
deny militants any ideological space, Muslims must
speak out and denounce those who distort Islam. They
have to engage the extremists, from the media to the
mosque to the madrassah, and assert mainstream
Islamic values.’18 Singapore also set up the Inter-Racial
Confidence Circles (IRCCs) to foster greater trust and
address concerns amongst the different races in
Singapore. One thing that Singapore has to be sensitive
about is that it should not appear to be targeting certain
races or religions. If not carried out carefully and
sensitively, extremists could leverage on such efforts to

Terrorism and suicide bombings
were essentially viewed as
strategic tools used to achieve its
objectives.

Wikipedia

Another way to deny terrorists success of their
strategic objectives is to strengthen Singapore’s
resilience in the wake of an attack. It will need to buildup response capabilities such as in bomb disposal, civil
defence, economic emergency and business continuity
plans, and strengthen social preparedness. Singapore’s
approach to this is its Total Defence strategy.
Singapore’s Deputy Prime Minister and Home Affairs
Minister stated that ‘Total Defence has worked well for
us… These were important real-life experiences of Total
Defence at work, when government agencies, private
sector organisations and individual Singaporeans came
together to effectively deal with national crises. Our
national will and psyche did not crack, and united action
brought us closer together and strengthened us.’19

St. Anthony’s Shrine in Colombo, Sri Lanka. It was one of the three major targets in the 2019 Easter Sunday Sri
Lanka attacks.
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MOVING AHEAD
Singapore’s
National
Security
Strategy,
comprising many of the strategies discussed above was
published in 2004. After a decade, Singapore’s efforts
seem to have paid off. While many other countries
have suffered terror attacks such as the Bali bombings in
2002, the Australian embassy bombings in Jakarta in
2004, and Bombings in Delhi and Bangkok in 2012 and
the more recent 2019 Sir Lanka Easter Bombings, there
has not been any successful attack in Singapore to date.

As the battle for mind-space resides
in cyberspace, Singapore should put
more priority and emphasis on
strategic communications to actively
counter specific extremist ideologies.
However, Singapore should not become
complacent. In recent years, we have seen the rise of a
new type of terrorist—one that is self-radicalised by
extremist ideology from the internet. Between 2013
and early 2015, there have been multiple terror attacks
carried out by such terrorists including the Boston
Marathon Bombings in April 2013, the Sydney Café
bombing in 2014, and the Attack on Charlie Hebdo in
France in January 2015 and the Paris Attacks in
November 2015. With the ISIS rising to prominence,
many of these self-radicalised terrorists have travelled
to Syria and fought alongside other ISIS fighters. In
2014, Singapore authorities disclosed that several selfradicalised Singaporeans had travelled to Syria and were
fighting together with ISIS.20 In March 2015, Islamic
leaders in Singapore expressed great concern over the
release of an ISIS video, produced in Malay language,
showing young children training with weapons. They
were concerned that ISIS’ use of children to portray
what a model believer should be, could influence some
moderate Muslims in Singapore.21

Given the rise of ISIS and the threat of selfradicalised terrorists, Singapore should review and
refresh its national security strategy. As the battle for
mind-space resides in cyberspace, Singapore should put
more
priority
and
emphasis
on
strategic
communications to actively counter specific extremist
ideology. It should also be more active in blocking
access to these sites. With many of these sites being
hosted on servers outside of Singapore, authorities
would need to leverage on close foreign partners to
block access. Singapore’s key strategy for countering
radical ideology is the Religious Rehabilitation Group
(RRG). It was set up in 2003 to primarily to counsel JI
detainees. However, with the rise of radical ideologies
on the internet, more targeted efforts are needed.
Moving ahead, Singapore will need to support the RRG’s
efforts to combat radical ideology in cyberspace. This
could include posting foundational Islamic teachings
online, engaging youths through Facebook, conducting
webinars, answering queries about Islam online, and
actively monitoring and countering radical ideology
online. One example of a successful online counterterrorism effort was the worldwide use of the hashtag
#notinmyname in 2014, denouncing the actions of ISIS.

CONCLUSION
Deterrence has traditionally been a pillar of many
militaries against conventional threats. It is now
recognised that deterrence can be an effective strategy
against terrorism as well. Singapore is constantly under
threat from transnational terrorism. It can and should
apply deterrence as part of its strategy to counter this
threat. Its National Security Strategy comprising many
elements of deterrence is now more than a decade old
and should be updated. With the rise of ISIS and selfradicalised terrorists, Singapore will need to actively
counter these threats in cyberspace as a strategic
battleground in order to effectively deter terrorist acts.
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