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DEFENDING OUR CYBERSPACE
FOREWORD
Our Digital Domain
Singapore is a digital na on. The pace and scale of Singapore’s
connec vity and digitalisa on will intensify under Singapore’s
Smart Na on ini a ve. New programmes and technologyenabled solu ons are being developed to enhance Singaporeans’
quality of life as well as to power Singapore’s growth and
compe veness. The need to leverage on technology and
digitalisa on, coupled with our dependence on the digital
domain, means that a secure cyberspace will be a key enabler to
Singapore’s security and prosperity.
However, securing cyberspace is an increasingly complex task. Networks and devices are
prolifera ng in every aspect of life; and they o en do not have adequate security measures.
There is a price to pay for connec vity and convenience. In the world of cyber, malicious
actors seize opportuni es to exploit vulnerabili es, crea ng security challenges for
individuals, organisa ons and na ons. Due to the ubiquitous nature of such devices, nobody
is spared.
We cannot wish these threats away; and doing nothing is not an op on. As we move rapidly
in our Smart Na on ambi ons, we need to ensure our cybersecurity eﬀorts keep pace with
the technological developments. Cybersecurity is a Whole-of-Government, indeed, Whole-ofNa on eﬀort in which MINDEF/SAF also plays a key role.

Challenges in Cyberspace
The challenges that we face in the physical or kine c realm are rela vely well-deﬁned and
geographically bounded. However, in cyberspace, the threat landscape is vast, boundless and
constantly evolving. The borderless nature of cyber means that the threats we face can come
from virtually anywhere in the world, and can include “Olympic-level” adversaries.

Defending Our Cyberspace

In cyberspace, the lines between peace and war; and between civilian and military targets are
blurred and indis nct. Malicious actors can exploit cyber as an opera onal domain to conduct
oﬀensive ac ons below the threshold of war. In recent years, we have observed a signiﬁcant
up ck in the number of state-sponsored cyber-a acks across the globe. It is therefore
important for us to defend our cyberspace, in order to secure our na onal interests.

Our Way Ahead
To address these poten al “Olympic-level” threats, we must build highly-skilled cyber forces
capable of defending Singapore in this domain. We have created new career specialisa ons
and are tapping on the Na onal Service talent pool. We will also raise the overall level of
“cyber hygiene” in the SAF by training every cohort of Na onal Servicemen to be more
competent in this contested digital environment; to be alert in detec ng and defending
against poten al cyber threats. They will shape our society and be advocates of cybersecurity
in the wider Singapore ecosystem.
For MINDEF/SAF leaders and commanders, cybersecurity is also a command func on. Like
other areas of command responsibili es, such as safety and security, every commander needs
to be conversant with cybersecurity. Commanders must be prepared to make trade-oﬀs
between opera onal eﬀects and cybersecurity – cri cal decisions will have to be executed,
with limited me and incomplete informa on. These ins ncts need to be built up through
educa on and incorpora ng cyber into opera onal training and exercises.
Cyber is an arena that Singapore must defend, to protect our way of life and secure our
future. This is why we have added a sixth pillar to the Total Defence framework – Digital
Defence – as a clarion call for all Singaporeans to take steps to be secure, alert, and
responsible in the Digital Domain. As members of the SAF, we need to understand the threats
and play our part in defending our cyberspace. I trust that this Cyber Monograph will spur our
collec ve eﬀorts and thinking to grapple with these emerging and future challenges.

David Koh
Deputy Secretary (Special Projects) and Defence Cyber Chief
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Evolving Challenges Require
Evolving Defences
By COL Teoh Chun Ping

ABSTRACT
Today, in addi on to tradi onal security challenges, Singapore is also vulnerable to non-tradi onal
challenges like terrorism and cyber a acks. The interconnectedness brought about by digital technology has
made us more vulnerable to cyber a acks. As we increasingly employ technology as a society, with more of us
online, and more of our systems digi sed, these threats will become especially acute. In this essay, while the
author recognises the importance of Total Defence, he explores the signiﬁcance of Digital Defence to Singapore
in this age of technology and digi sa on.1 The author also highlights that the government plays a cri cal role in
all pillars of Total Defence, not just Digital Defence. He concludes by stressing that government-led eﬀorts must
be accompanied by industry partnership and community or individual responsibility to reap synergies. Only then
can we collec vely strengthen our na on’s resilience, and collec vely prevent what our earlier genera ons have
striven hard to create, from being wiped out by evolving security challenges.
Keywords: Total Defence; Digital Defence; Cyber a acks; Informa on; Social Cohesion

HYBRID THREATS THROUGHOUT
SINGAPORE’S HISTORY2
In 1984, Singapore, as one of the Four Asian
Tigers, was enjoying continued high Gross Domestic
Product (GDP) growth of approximately 8.5% annually.3

MINDEF

1984 was also the year that Singapore introduced the

“Because a genera on’s eﬀort can be wiped out in days.”

concept of Total Defence. One might wonder why there
was a need to introduce Total Defence at a time of
social stability and economic growth, and when the
Singapore Armed Forces (SAF) was upgrading its
capabilities with its 2nd Generation transformation. But
one of the first Total Defence campaign posters sums
up what our earlier leaders were concerned about:
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Singapore’s pioneers had learnt painful lessons
during our pre-independence days, and the years that
followed.

Terrorism,

subversion,

inﬂuence

opera ons—Singapore had seen all forms of threats
stoked by communalism, racial tensions or ideological
diﬀerences.
During the pre-independence period, our
pioneers lived through Konfrontasi, Indonesia’s
opposi on to the forma on of the Federa on of
Malaysia from 1963 to 1966.4 Alongside military
incursions, Indonesia used subversive tac cs such as
plan ng bombs in public places to terrorise the
domes c popula on and destabilise our open
economy. On 21st July, 1964, a riot erupted from
Geylang and spread rapidly to the streets of the city.
The racial violence that ensued from the incident led
to 23 dead and 454 injured. While witness accounts
varied, there were clear indica ons that the riots were
premeditated and poli cally driven.5 Instead of bots,
real people from outside of Singapore were sent to
incite and conduct the riots. They gave inﬂammatory
racial speeches. Others threw stones. In fact, the
United Malays Na onal Organisa on (UMNO)
sponsored a conven on earlier in the same month in
Singapore, where inﬂammatory speeches were
delivered to s r poli cal emo ons and create racial
tension. A second wave of apparently State-sponsored
racial riots broke out in September of the same year,
leading to 13 dead and 106 injured.6
From these experiences, we realise how
important a safe and secure environment is for
Singapore to thrive, progress and prosper. The concept
of Total Defence was ﬁrst introduced in 1984 to
highlight the important role that every Singaporean
plays in the defence of Singapore. In Total Defence,
our people are organised to defend the country
against all forms of a ack, both military and nonmilitary.7 Total Defence comprises six pillars of Military
Defence, Civil Defence, Economic Defence, Social
Defence, Psychological Defence and Digital Defence.
Digital Defence was added due to the new challenges
arising from the digital domain that have no physical
boundaries
or
ba leﬁelds—cyber
a acks,
disinforma on campaigns and fake news that can be
used to undermine Singaporeans’ commitment to
na onhood and social cohesion. These challenges in

cyberspace have enabled perpetrators to operate in
much stricter anonymity and with greater impunity,
yet reaching a wider range of targets, or audience, and
at a much faster speed.

CYBER ATTACKS AND CYBER ENABLED
INFORMATION OPERATIONS
“Undermine your enemy's ability to ﬁght
by secretly causing discord between him
and his friends, allies, advisors, family,
commanders, soldiers, and popula on.
While he is preoccupied se ling internal
disputes his ability to a ack or defend, is
compromised.”
– Stefan H. Verstappen8
The quote above applies to all forms of a acks
that weaken a country’s ability to defend itself or
respond to threats, or weaken the people’s will to
ﬁght, especially in the face of military aggression. In
this respect, we have seen examples of cyber a acks
used

to

disable

a

government’s

ability

to

communicate, and cyber a acks used to create
physical eﬀects. We have also seen informa on
opera ons enabled by cyberspace, or even as directly
as plan ng fake news online to start a conﬂict.

These challenges in cyberspace
have enabled perpetrators to
operate in much stricter
anonymity and with greater
impunity, yet reaching a wider
range of targets, or audience,
and at a much faster speed.
Weeks before the Russo-Georgian War broke
out in August 2008, United States (US) internet
researchers

had

no ced

a acks

on

Georgia’s

government sites. A New York Times ar cle that same
month posited that the earlier Distributed Denial of
Service (DDoS) a acks could have been a rehearsal for
when the kine c war began and many of Georgia’s
government sites were rendered inaccessible.9 In this
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case, cyber a acks hampered the government’s ability

Emirates (UAE), Bahrain and Egypt. The quartet

in a me of duress to communicate with its domes c

severed diploma c es with Qatar, closed oﬀ Qatar’s

popula on and to seek support from an interna onal

borders and denied Qatari-registered aircra freedom

audience.

of overﬂight in their territorial airspace (a provision

In a textbook case of informa on opera ons in
co-ordina on with physical ones, we saw a cyberspace
-facilitated

informa on

campaign

during

the

Annexa on of Crimea by Russia in 2014. Ukrainian
Government websites were shut down through a
major DDoS a ack, electronic systems used to compile
elec on results were disabled, and social media was
used to discredit Ukrainian poli cians and incite
separa st fervour.10 It can be argued that by
leveraging the popula on against one another, an
aggressor state can poten ally occupy land from
another sovereign na on without the employment of
massed conven onal forces.11
Subsequently in December 2015, when the war
between Ukraine and Russia was well underway, large
areas of Ukraine experienced a power outage. A report
by the SysAdmin, Audit, Network, Security (SANS)
Ins tute noted that the outages were caused by ‘a
third party’s illegal entry into [three electricity
companies’] computer and Supervisory Control and
Data Acquisi on (SCADA) systems.’12 Mul ple
substa ons were disconnected for hours and
approximately 225,000 customers were aﬀected.13
Although the blackout lasted only a few hours, such a
disrup on on cri cal, civilian infrastructure could have
far-reaching impact on the resolve of the domes c
popula on during an ongoing conﬂict, who in that
moment could not have known how long the outages
would last or the extent of physical damage caused. It
came as no surprise that Ukraine pointed the ﬁnger at
Russia for the cyber a acks, although the la er never
claimed responsibility. The level of co-ordina on—
each electricity company a acked within 30 minutes
of each other—spoke to the perpetrator’s
sophis ca on and resources, and the incident has
gone down in history as the ﬁrst major cyber a ack on
solely civilian infrastructure.
Shi ing our focus to another region, Qatar
found itself blockaded by its neighbours in June 2017
a er the Qatar News Agency (QNA) web-site posted a
story which incensed Saudi Arabia, the United Arab

under

the

Interna onal

Air

Services

Transit

Agreement), eﬀec vely choking Qatar’s lines of
communica ons to the outside world. Qatar said that
the QNA had been hacked, the fake news planted, and
that its neighbours had orchestrated the en re event
to provide the Gulf states with an excuse to blockade
Qatar, whose foreign policy was not always aligned to
its neighbours’.14 Is it too far-fetched an idea that
Singapore could possibly be a target of similar
statecra ?

SINGAPORE’S VULNERABILITIES
Singapore is one of the 20 smallest countries in
the world by land area. Yet, we are recognised as an
established voice in the interna onal community and a
key ﬁnancial and trading hub in the region.15 Like
Qatar, we pursue an independent foreign policy which
means we cannot please every interna onal partner
we work with. On the global stage, countries may seek
to undermine or pressure Singapore to serve their
strategic interests.
In a mul -ethnic, mul -religious society like
Singapore, diversity also presents both an area of
strength and of vulnerability. There may be people
who disagree with Singapore’s way of life and will
constantly seek to divide us. These provide the
mo ves for why Singapore might be targeted.
On the ‘how’, Singaporeans are already one of
the most digitally-savvy popula ons in the world, and
will con nue to integrate more technologies into our
lives such as through the Smart Na on ini a ve. This
level of digital connec vity renders us more vulnerable
to cyberspace-enabled hybrid threats. For example, to
erode our economic compe veness, aggressors could
easily a ack our ﬁnancial systems and securi es
markets which rely heavily on Informa on and
Communica ons Technology (ICT) infrastructure.
Disrup ng Singapore’s ﬁnancial trading systems—even
temporarily—may cause a drop in conﬁdence in
Singapore’s reliability, eroding our a rac veness as a
regional ﬁnancial hub and causing capital to ﬂow to
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other markets over me. To s r up confusion or panic,
public infrastructure that relies on networked
technologies could be a acked, such as disabling or,
more nefariously, hijacking autonomous vehicles.
Singaporeans will also face higher risk exposure
to fake news propagated online. Some actors may be
interested to inﬂuence our poli cal decisions, but our
deeper concern is actors seeking to fracture our social
cohesion and racial harmony. While we have
implemented policies to strengthen our mul -racial
integra on, our ethnic diversity is not diﬀerent from
that of 1964 Singapore. It is not unthinkable that
interest groups or state actors resort to ‘dirty tricks’ to
generate sympathy for their cause or distract their
popula ons from domes c problems. Even if not
premeditated, fake news could be exploited by
malicious actors to inﬂame tensions. Some examples
of fake news in Singapore in recent years include the
collapse of the roof of the Punggol Waterway Terraces
in 2016 and the more recent social media posts that
the government had quietly shi ed the re rement
payout age for the Central Provident Fund (CPF)
Re rement Sum Scheme from 65 years to 70 years.
Such fake news serve to generate public fears or
scares, sow dissa sfac on with the government and
cause me and resources to be wasted. An external
example would be the case of a Russian-speaking

Digital Defence, that strengthens Singapore’s cyber
security and digital readiness, and resilience against
fake news.

Disrupting Singapore’s financial
trading systems—even
temporarily—may cause a drop in
confidence in Singapore’s
reliability, eroding our
attractiveness as a regional
financial hub and causing capital to
flow to other markets over time.
GOVERNMENT-DRIVEN EFFORTS IN
DIGITAL DEFENCE
The Ministry of Defence (MINDEF) has long been
working to secure the informa on infrastructure of
the defence sector to protect sensi ve informa on
and our military systems, to maintain strong defences
par cularly if there is any threat of a kine c campaign
against Singapore. MINDEF will con nue to upgrade
and sharpen our cyber defences to keep pace with the
rapid evolu on of cyber security threats and
sophis cated Tac cs, Techniques and Procedures

German girl in Berlin in January 2016 who alleged that

(TTPs). On the civilian side, the Cyber Security Agency

she had been raped by asylum-seekers, a story that

of Singapore (CSA) established in 2015 oversees cyber

was enthusias cally spread over social media to fuel

security for cri cal sectors such as energy, water and

right-wing

an -Islam)

banking to minimise disrup ons to these essen al

sen ments. The story, which the purported vic m

services and provides incident response teams to

later confessed to as fake, had by then sparked

support these sectors in managing cyber threats. CSA

thousands in the Russian community to protest against

is also co-ordina ng the development of Singapore’s

an -migrant

(and

largely

Germany’s migra on and refugee policies.

16

cyber security ecosystem. Part of this eﬀort involves

Indeed, the eﬀorts of Singapore’s earlier

working with educa onal ins tutes to develop cyber

veness,

security talents upstream. The new Cyber Full- me

and racial and religious harmony could easily be wiped

Na onal Servicemen (NSFs) scheme that MINDEF/SAF

out in a ma er of days with the connec vity and

began implemen ng in 2018 plays a key role in the

speed aﬀorded by digital technologies. It was thus

development of this ecosystem by supplying a na onal

mely for Singapore to contextualise Total Defence in

pipeline of cyber security talent a er the NSFs

genera ons in fostering economic compe

the face of evolving challenges and add a sixth pillar,

complete their full- me service.
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Senior Minister of State (SMS) for Defence, Mr Heng Chee How (second from le ), and ACCORD members viewing
a demonstra on of Cyber City, an interac ve environment for cyber defence training.
As complex as defending against cyber threats
is, even more insidious is the threat posed by
malicious inﬂuence. Fake news can be corrected with
measures such as those proposed by the Protec on
from Online Falsehoods and Manipula on Bill
(POFMA), but the containment of the fake story or
success of the correc ons relies heavily on the public’s
ability to recognise fact from ﬁc on.17 The Bill is a start
to raise public awareness about this threat, but it is
also important for Singaporeans to learn to be
responsible users of digital technologies. Digital
Defence thus includes ini a ves such as the Ministry
of Communica ons and Informa on’s (MCI) Digital
Readiness Blueprint that promotes digital inclusivity by
helping everyone gain access to digital technologies,
and digital literacy by ins lling awareness and
conﬁdence to use these technologies safely. These

Fake news can be corrected with
measures such as those
proposed by the Protec on from
Online Falsehoods and
Manipula on Bill, but the
containment of the fake story or
success of the correc ons relies
heavily on the public’s ability to
recognise fact from ﬁc on.
INDUSTRY AND COMMUNITIES PLAY A
KEY ROLE
Just as how

digital connec vity

diﬀuses

complement cyber security measures and eﬀorts to

throughout businesses and everyday life, Digital

combat fake news, as equipping individuals with digital

Defence against hybrid threats must also reach beyond

skills may allow them to spot fake news more easily

government-driven ini a ves to the private industry

and curb the spread of misinforma on.

and communi es. In the area of cyber security,

6
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Infographic about the MINDEF Bug Bounty Programme.
MINDEF and CSA have recognised that there is a

The private sector also plays a key role in Digital

wealth of exper se outside the government sector,

Defence. Private organisa ons and businesses must be

and will con nue to tap on talented individuals to

willing to share with the Singapore Government

boost our cyber security, such as through MINDEF’s

informa on about cyber threats they see or face, in

Bug Bounty Programme in 2017—the ﬁrst bug bounty

order for the relevant authori es to prepare to defend

programme

Government

against those threats or provide assistance in

organised. This was a prime example of Digital

mi ga ng a cyber incident. It is also essen al that

Defence in ac on, stemming from the recogni on by

businesses recognise their responsibility in enhancing

the government’s security sector (which, some might

their resilience against cyber threats. While companies

say is usually overly-conserva ve) and the private

are unlikely to have the resources to develop their

ci zenry that individuals can also contribute to the

own cyber security solu ons, there is an abundance of

defence of our na on.

cyber security ﬁrms that oﬀers leading commercial oﬀ-

that

the

Singapore
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the-shelf technologies that business owners can easily
integrate into their opera ons. Good cyber hygiene by
individuals and businesses alike would then help to
reduce Singapore’s vulnerabili es to cyber threats.
Apart from measures that businesses opera ng
locally need to undertake to support Digital Defence,
social media companies and internet access service
providers have heavier responsibili es, not just for
Singapore but globally. The POFMA highlighted the
need for ‘Internet intermediaries’ such as Facebook or
Twi er to support Digital Defence by shu ng down
fake accounts and bots. Even before the Bill was
announced, Facebook CEO Mark Zuckerberg himself
said that companies needed to work closely with
governments to regulate the internet. In an op-ed, he
opined that tech companies and governments needed
to regulate harmful content, elec on integrity, privacy
and data portability. This was in the wake of the
Christchurch terror a acks in March 2019 which were
live-streamed, sparking a heated debate on the
responsibility of social media companies in preven ng
the spread of content that could ins gate further acts
of violence—another form of malicious inﬂuence.

DIGITAL DEFENCE REQUIRES WHOLEOF-GOVERNMENT, WHOLE-OF-NATION
AND INDUSTRY PARTNERSHIP
As Singapore strengthens Digital Defence across
all facets of government and society to deal with
hybrid threats, we could emulate other countries’
success stories. Of note is Israel’s famed cyber security
start-up culture: for a country that accounts for 0.11%
of the global population (it has approximately 8.7
million people), Israel reportedly accounts for
approximately 10% of the global cyber market and in
2018 exported US$6 billion worth of cyber-related
products, surpassing the value of Israel’s traditional
defence exports for the first time.18 The ability of
Israel’s cyber security sector to develop cutting-edge
solutions is tied closely to the role of the Israel Defence
Force (IDF)’s Unit 8200 as an incubator, spurred by the
need for the elite high-tech intelligence agency to
address constant threats to Israel’s security. In Israel’s
matured ecosystem, the IDF begins screening for
potential Unit 8200 recruits as early as high school,
from an after-school programme for selected students

7

with talents in coding and hacking. When placed into
Unit 8200 to serve their compulsory military service,
recruits are thrust into an entrepreneurial, innovative
environment where they are forced to engineer new
technologies—be it hardware or software or an
integration—to meet the IDF’s needs.19 By the time
Unit 8200 personnel leave service, they are more than
able to design new technologies or adapt their earlier
innovations for the private market. One of the more
recent ‘contributions’ from Unit 8200 would be Team8,
a venture capitalist firm that creates start-ups to tackle
cyber security challenges, headed by Nadav Zafrir who
previously served as Unit 8200’s commander.20 The cooperative functions of educational institutes, the
military and private sector are a good model of Digital
Defence for Singapore, which is in the midst of training
the first batches of Cyber NSFs.

The ability of Israel’s cyber
security sector to develop
cu ng-edge solu ons is ed
closely to the role of the Israel
Defence Forces’ Unit 8200 as an
incubator, spurred by the need
for the elite high-tech
intelligence agency to
address constant threats to
Israel’s security.
Another useful model is Finland, which
neighbours Russia and has a na onal strategy to
combat informa on campaigns. Finnish President Sauli
Niinisto sent a clear message to the wider public when
he acknowledged that Finland was in a ‘war of
informa on’ and that every individual who received
informa on was a defender of Finland.21 But even
before that, Finland had already launched an an -fake
news ini a ve in 2014 to educate the public on how to
iden fy and counter fake news. This ranged from
partnering Finnish fact-checking agency Faktabaari to
incorporate digital literacy into elementary to high
school curricula, to organising lectures at the Espoo
Adult Educa on Centre teaching individuals how to

8
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spot bots or ‘deepfakes’.22 Finland also hosts the
European Centre of Excellence for Countering Hybrid
Threats (Hybrid CoE) established in 2017, bringing
together government oﬃcials from various ministries
and academics to track and counter Russia’s
disinforma on and inﬂuence opera ons. While the
Hybrid CoE engages in research on hybrid threats
beyond informa on campaigns, e.g. cyber threats, the
Centre is highly regarded for its work rela ng to
Russia, such as workshops to raise public servants’
awareness about Russia’s disinforma on tac cs. This
Whole-of-Na on (WoN) resilience against fake news
hinges largely on what Singapore calls Digital
Readiness, and it is not far-fetched to hope that as we

evolve our defences by raising the digital proﬁciency of
our popula on, their resistance to threats in the digital
domain will also be heightened.

CONCLUSION
In sum, the government plays a cri cal role in
Digital Defence, or any other pillar of Total Defence for
that ma er, but government-led eﬀorts must be
accompanied by industry partnership and community
or individual responsibility to reap synergies. Only then
can we collec vely strengthen our na on’s resilience,
and collec vely prevent what our earlier genera ons
have striven hard to create from being wiped out by
evolving security challenges.
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ABSTRACT
The rapid advancement of technology has dras cally impacted how wars are fought. It is crucial for a
na on’s defence force to adapt accordingly to ensure that it remains relevant in defending a na on’s interests.
Cyber conﬂict—the use of computer technology to disrupt the ac vi es of a state or organisa on—can
poten ally incur more damage to the target, with less cost for the opposing party. In this essay, the author
examines the u lisa on of cyber power by the three major countries—the United States (US), Russia, and
China—which has paved the way for other states to adapt or emulate. Following this, the author analyses how
smaller states react accordingly to mee ng their cyber challenges, and explores the opportuni es and challenges
arising from either an oﬀensive or defensive approach. The author then concludes with the op ons that
Singapore has, with reference to the methodology of other na ons, and provides recommenda ons on how
Singapore can defend itself in the digital domain.
Keywords: Cyberspace; Cyber Capabili es; Cyber Conﬂict; Deterrence; Digital Defences

INTRODUCTION
“To be worried that 5G can expose you
to foreign intelligence eﬀorts is a
legi mate worry, and every country
must take precau ons. It is not just
China which may enter your system—the
United States and others are also trying
to enter your system. If you are a small
country, it is very tough because you
don’t have all the capabili es.”
–Mr George Yeo
Former Foreign Minister of Singapore1
Public discourse over compe on and conﬂict in
cyberspace is o en dire, with public ﬁgures such as
former US President Barack Obama declaring that the
‘cyber threat is one of the most serious economic and
na onal security challenges we face as a na on.’2
However, the poorly understood nature of the
internet
and
cyberspace
lends
itself
to
misunderstanding. As Eric Schmidt, one of the
founders of Google, stated: ‘The Internet is among the

few things humans have built that they don’t truly
understand… [and is] the largest experiment involving
anarchy in history.’3 A proper examina on of the
behaviour of states in cyberspace thus far is required
to be er understand the character of cyber conﬂict.
This essay examines the behaviour of three
major powers—the US, Russia, and China, in
cyberspace, to draw out key characteris cs of the use
of cyber power. This is because the ac ons of the
major powers o en set a precedent for behaviour on
the global state, that other states subsequently adapt
or emulate. It then analyses the response of smaller
states such as Israel and Estonia in mee ng their cyber
challenges, and examines the opportuni es and
challenges inherent in a more oﬀensive versus a more
defensive approach, as models which Singapore can
consider as it seeks to defend itself in the digital
domain.

MAJOR POWER BEHAVIOUR
IN CYBERSPACE
When examining major power behaviour in
cyberspace, cyber researchers, Valeriano, Maness, and
Jensen ﬁnd that rival states use cyber opera ons as a

11

A Minnow Among Sharks: Cyber Conflict And The Lessons For Singapore

means of inﬂuencing their adversaries.4 The ac vi es
of the major powers, the US, Russia and China in
cyberspace can be broadly classiﬁed as disrup on,
espionage and degrada on.5 Cyber security researcher
Erik Gartzke ﬁnds that while degrada on is more
eﬀec ve at inﬂuencing the behaviour of a target
group, the high risk of a ribu on, retaliatory ac on
and other unintended consequences limit these
ac vi es.6 Conversely, disrup on and espionage
ac vi es are conducted frequently but usually are not
useful as a means of coercion. Overall, cyber ac vi es
must be used as part of a larger campaign that
combines other instruments of power (such as in the
ac vi es against the Iranian nuclear programme) in
order to achieve the intended eﬀects.

coercion against states in its near abroad. In response
to the removal of a bronze statue of a Soviet soldier in
Tallinn, Estonia, Estonia’s government and commercial
servers were hit by a series of massive Distributed
Denial of Service (DDoS) a acks from tens of
thousands of botnet computers and knocked oﬄine.9
These a acks, which disrupted the normal traﬃc of a
targeted server, service or network through a ﬂood of
internet traﬃc, were routed through mul ple
intermediaries which prevented cyber experts from
the North Atlan c Treaty Organisa on (NATO) from
deﬁni vely proving the source of the a acks. Russian
‘patrio c hackers’ also spread pro-Russian propaganda
during its invasion of Georgia in 2008 and its
annexa on of Crimea in 2014.10

Cyber opera ons are an a rac ve op on to
major powers, as well as small states and non-state
actors. Diﬀerent actors exploit diﬀerent characteris cs
of cyberspace. Rival states u lise cyber opera ons as a
means of compellence (a term used by Thomas
Schelling) while managing the risk of escala on.7 This
is possible due to the diﬃcul es associated with
a ribu on of cyber opera ons in a mely manner.
Less powerful groups such as terrorists leverage the
ubiquity and access of the internet to leapfrog borders
and inﬂuence the target audience directly for
recruitment and to co-ordinate a acks.8

such as the Russian Business Network (RBN), a criminal

A cri cal analysis of signiﬁcant
cyber incidents in the past
decade has also shown that the
use of cyber opera ons is ‘part
of a larger func on of ac ve
foreign policy disputes between
states,’ used because they are
‘quick, easy, and can aﬀect the
rival’s populace.’
Cyber Disruption
Disrup on is the use of cyber opera ons as a
means of informa on opera ons to interfere with the
ins tu ons of a target group. Since the early 2000s,
Russia has been par cularly ac ve in using cyber
opera ons as a means of disrup on and poli cal

The use of ‘patrio c hackers’ and other actors
hacking gang, allows the Russian government to
leverage on the capabili es of non-state actors in
support of its na onal goals. The RBN, a cyber crime
organisa on, conducts cyber a acks at the direc on of
the Russian government in exchange for safe haven in
Russia.11 The Russian government does not need to
pay for its upkeep or training, as its criminal ac vi es
fund its opera ons to the tune of USD 150 million a
year.12 Yet, when called upon, RBN hackers can use
their skills, honed by cyber crime, to hack into
domes c and interna onal targets of the Russian
government. Cyber opera ons such as Russian data
breaches and disinforma on campaigns represent a
modern form of poli cal warfare as described by
George Kennan in 1948.13 A cri cal analysis of
signiﬁcant cyber incidents in the past decade by
academics Brandon Valeriano and Ryan Maness has
also shown that the use of cyber opera ons is ‘part of
a larger func on of ac ve foreign policy disputes
between states,’ used because they are ‘quick, easy,
and can aﬀect the rival’s populace.’14

Cyber Espionage
The u lity of cyber opera ons for espionage
purposes has been recognised by many states. In some
ways, it can be seen as an extension of Signals
Intelligence (SIGINT) capabili es that were developed
with the prolifera on in the use of radio at the turn of
the 20th Century.15 This is seen in the history of many
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organisa ons which are today associated with cyber
opera ons such as the Na onal Security Agency (NSA)
in the US and the Government Communica ons
Headquarters in the United Kingdom (UK). However,
the internet revolu on has made the exﬁltra on and
analysis of enormous volumes of data a possibility—
what took months or years to obtain in the 20th
century can now be lost in an instant in the 21st
century, as seen in the recent data breaches in the US
resul ng in the loss of sensi ve informa on from the
NSA.16
Cyber espionage can be targeted at commercial
en es as well. In the 1970s, Soviet agents were
tasked with commercial espionage against US
companies.17 In a similar vein, China has been ac ve in
conduc ng cyber commercial espionage in the 21st
century, with ﬁve military oﬃcers being indicted by
the Federal Bureau of Inves ga on (FBI) for the the
of commercial secrets.18 This commercial espionage by
China has allowed their companies to improve the
Chinese industrial technology base, genera ng
economic advantages.19 In the area of na onal
security, the success of Chinese hackers in gathering
data related to the US F-22 and F-35 stealth ﬁghter
programmes has allowed them to accelerate their
ﬁelding of the J-20 and J-31 stealth ﬁghters.20 This
espionage campaign, codenamed ‘Titan Rain’, is
directed at both the US government and defence
contractors such as Raytheon, Lockheed Mar n,
Boeing and Northrup Grumman, and resulted in the
loss of up to 20 terabytes of data.21
China has taken steps to build a cyber capability.
A er the 1991 Gulf War, a variety of strategies were
developed to enable the People’s Libera on Army
(PLA) to defeat a technologically superior opponent.
Unrestricted Warfare, a think-piece wri en by two
Chinese colonels, Qiao Liang and Wang Xiangsui,
proposed the use of cyber means as an asymmetric
capability to overcome the conven onal military
advantage of the US.22 Since the publica on of that
document in 1999, the PLA has grown its cyber
capabili es in units such as Unit 61398.23 Doctrines for
the use of cyber capabili es have also been
incorporated into the PLA textbook The Science of
Military Strategy, whose authors state that
‘informa onised [sic] warfare seeks to achieve
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strategic goals through informa on control and
informa on a ack, including conduc ng so sabotage
or hard destruc on of the infrastructure, basic
informa on sources, or ba leﬁeld informa on
systems.’24 China’s ﬁrst white paper on military
strategy in 2015 publicly stated that China’s armed
forces would ‘aim at building an informa onised [sic]
military and winning informa onised wars.’25 The
establishment of the Strategic Support Force in 2016
brought together cyber espionage and informa on
warfare units into a single service, indica ng that the
Chinese military has begun to revamp its force
structure to realise these doctrinal developments.26
Shen Weiguang, an architect of Chinese cyber
policy, wrote that networks across society can be
mobilised to wage informa on warfare on behalf of
the na on.27 Shen saw that modern connec vity
would increase the poten al to mobilise ci zens and
businesses and create new a ack surfaces for cyber
campaigns to inﬂuence and adversary over me.28 This
was in line with classical Chinese concepts of a acking
Shih, the source of strength of the adversary.29
Through these a acks, China would be able to ‘defend
[its] legi mate interests without resor ng to actual
hos li es,’ and win without ﬁgh ng.30 From this
perspec ve, it would appear that China is using its
cyber capabili es as part of a broader strategy to
achieve its na onal interests while limi ng strategic
escala on.

Cyber Degradation
Degrada on is the use of cyber means to a ack
physical or network infrastructure. Russia has ac vely
used cyber opera ons in support of military
opera ons in Ukraine during the annexa on of
Crimea.31 Aside from Russia, the US has also used
cyber opera ons as a means of achieving military
aims. Valeriano, Maness, and Jensen describe the US
as having established a ‘Cyber Reconnaissance-Strike
Complex’, which relies on espionage opera ons,
including counter-intelligence, to gather cri cal
informa on that allows the US to develop cyber
weapons that can degrade the capabili es of strategic
rivals in the digital domain.32
In 2010, Kaspersky Labs uncovered a computer
virus, codenamed Stuxnet, which speciﬁcally targeted
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Screenshot of a WannaCry ransomware a ack on Windows 8.
the uranium enrichment centrifuges at the Natanz
nuclear site in Iran. This virus rewrote the control
so ware to change the frequency of centrifuge
speeds, causing the centrifuges to self-destruct,
disrup ng and delaying the Iranian nuclear
programme.33 Separately, the US Department of
Defense (DoD) has conducted a cyber oﬀensive against
the Islamic State in Iraq and Syria (ISIS) since 2016, in
conjunc on with its military campaign to defeat the
terrorist group. This cyber oﬀensive aimed to disrupt
ISIS’s command and control by limi ng their ability to
communicate with each other and conduct opera ons.
However, while these opera ons by the US are
narrowly targeted, they can also lead to unintended
prolifera on of cyber weapons. For example, the
Stuxnet virus used against the Iranian nuclear
centrifuges ended up spreading to 155 countries.34
Iran was also able to learn from the Stuxnet virus used
against it and develop Shamoon, a computer virus
targeted against the computer network of Saudi
Arabia’s na onal oil and gas ﬁrm, Saudi Aramco,

successfully infec ng 30,000 of Saudi Aramco’s
computers.35

Degrada on is the use of cyber
means to a ack physical or
network infrastructure. Russia
has ac vely used cyber
opera ons in support of military
opera ons in Ukraine during the
annexa on of Crimea.
The US’ development of cyber weapons in
support of its ‘Cyber Reconnaissance-Strike Complex’
can also contribute to cyber weapons prolifera on in
another way. In August 2016, a hacker group called
the ‘Shadow Brokers’ announced that it had
successfully hacked the US NSA, and released a cache
of hacking tools purportedly used by the NSA.36 This
announcement was used to create publicity for an
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auc on for another cache of cyber weapons that the
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hacker groups to breach ﬁrewalls, switches and

responded to the cyber threat, followed by an
overview of how Singapore has responded to the
cyber threat thus far. Both Estonia and Israel are
chosen as examples that Singapore can consider, in
the development of its cyber capabili es, as both
countries are small and technologically advanced
countries, with high internet penetra on rates and an
educated populace. The similari es in country and
popula on characteris cs has led Singapore to model
many of its conven onal defence policies a er Israel
ever since Singapore’s independence in 1965.

routers made by Cisco Systems less than a month a er

Cyber Defence: The Estonian Example

Shadow Brokers had stolen from the NSA. While the
auc on was unsuccessful, the hacking tools in the
original

release

included

zero-day

exploits

for

37

Microso Windows, Huawei, and Cisco. These zerodays are previously unknown computer so ware
vulnerabili es that allow a hacker to manipulate
computers and networks—because they are by
deﬁni on unknown, the vulnerabili es cannot be
mi gated. Some of the exploits were used by other
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the Shadow Brokers released them. These examples
of cyber weapons prolifera on, as a result of the US’
development of its cyber capability, demonstrate the
ease and speed at which the cyber weapons
developed by the major powers can be ‘democra sed’
and made available on the open market.39
The prolifera on of these advanced cyber
weapons from the major powers creates an impetus
for all other states to increase their investment in
cyber defence in order to be able to defend
themselves against these weapons. This is because
even if a par cular state is not the original intended
target of a speciﬁc cyber weapon, a malicious actor
could easily acquire the cyber weapon once it has
been released in the ‘wild’ to a ack the state. The
2017 WannaCry ransomware is one example of such
an a ack. The hacking tools stolen by the ‘Shadow
Brokers’ and posted in the public domain were used by
hackers to execute a global cyber opera on that
spread to more than 74 countries.40 The cyber a ack
severely degraded the UK’s public health system,
aﬀected computers at Russia’s Interior Ministry, and
aﬀected corporate computer systems in many other
countries including Spain’s Telefónica.41 Con nuing
investment in cyber weapons by the major powers and
other states will increase the risk of cyber weapons
prolifera on, thus increasing the impetus for all other
states to invest in stronger cyber defences.

THE DEVELOPMENT OF CYBER
CAPABILITIES BY SMALL STATES
Having examined the behaviour of major
powers in cyberspace, this essay now explores how
smaller states such as Estonia and Israel have

Estonia’s approach can be broadly described as
deterrence by denial, a more defensive approach
that taps on strengthening the resilience of its cyber
systems, increasing alliance support, and establishing
cyber defence units that are supported by a strong
corps of volunteers. Such an approach is most relevant
to its local context, as Estonia has embraced all aspects
of the internet, having implemented e-government,
with all government services, including vo ng in
na onal elec ons, being accessible online.42 These
ini a ves are in line with how Singapore is developing
its Smart Na on ini a ve, which aims to make
Singapore ‘a na on where people live meaningful and
fulﬁlled lives, enabled seamlessly by technology.’43
However, the advantages created by e-government in
Estonia has also generated security risks, which were
targeted in 2007. The removal of a Soviet-era
military statue resulted in political street riots, while
well co-ordinated botnet a acks paralysed
government, media and ﬁnancial sites and eﬀec vely
cut the country oﬀ from the rest of the world.44
In the a ermath of these a acks, Estonia has
also made its e-government system more resilient by
establishing a ‘data embassy’, loca ng digital backups
of cri cal government informa on in another country
using cloud compu ng in order to ensure that
Estonia’s e-government systems remain running even
if the Informa on Technology (IT) infrastructure of
Estonia comes under cyber a ack.45 The ﬁrst such data
embassy was opened in Luxembourg in 2018.46 Estonia
has also strengthened its alliance structures in
cyberspace, by establishing the NATO Co-opera ve
Cyber Defence Centre of Excellence (CCDCOE).
Founded with the contribu ons of Estonia and six
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other NATO countries in 2007, it has since expanded to
include contribu ons from 18 of the 28 NATO
countries, including the US, and three non-NATO
contribu ng partners.47 The NATO CCDCOE was
established to accumulate, create and disseminate
informa on about cyber opera ons in order to
strengthen the co-opera ve cyber defence of NATO
members and partners.48
In addi on to increasing cyber resilience and
strengthening defensive alliances, Estonia has invested
in establishing a cyber defence unit of volunteers, the
Küberkaitse Üksus, which taps on the pool of civilian IT
professionals to defend against cyber opera ons on
the
state
and
private
telecommunica ons
49
infrastructure of Estonia. Since its forma on, the
cyber defence unit’s role in na onal cyber defence has
been formally recognised in Estonia’s Na onal Security
Strategy, as well as its Na onal Defence Development
Plan 2013-2022.50 The unit has also been integrated
into the na onal defence system, which provides it
with a legal framework for structure, management,
membership and func on as part of the Estonian
Defence Forces (EDF).

Israel: The Best Defence
is a Good Offence
In contrast with the more defensive approach by
Estonia, Israel has decided to emphasise the
development of oﬀensive cyber capability to support
its na onal security objec ves. In doing so, it has taken
a route that mirrors the US, by building cyber
capabili es within Unit 8200, tradi onally a SIGINT
51

One similarity between both
countries is that they tap on the
broader pool of cyber talent
within society, either through a
volunteer league (Estonia) or
conscrip on (Israel) in order to
maximise their ability to build
their cyber capability.
The success of Israel’s cyber talent pipeline can
be seen in the results that Israel’s cyber oﬀensive
capability has achieved. While Israel has never
oﬃcially conﬁrmed its use of oﬀensive cyber
opera ons, it is widely thought to have contributed to
the series of cyber opera ons against the Iranian
nuclear programme, as well as u lising cyber means to

Wikipedia

unit. Unit 8200 is said to comprise several thousand
cyber warriors and is the equivalent of the US NSA.52
However, unlike the NSA, it is part of the Israeli
military and not a civilian agency.

Israel is also unique in leveraging its system of
conscrip on in order to source for skilled cyber
personnel. Under the Talpiot, Gvahim, and Magshimim
programmes, Unit 8200 works with high schools in
Israel to iden fy students who are gi ed in math and
science and provide these students with enrichment
classes in computer programming and cyber security.53
Upon gradua on, these students are put through a
stringent selec on process and the best are
conscripted to Unit 8200. A er serving their
conscrip on, many Unit 8200 alumni are highly sought
a er by cyber security companies in Israel and are able
to ﬁnd lucra ve jobs.54 Because of this, entry into Unit
8200 is highly compe ve, which ensures that the best
and brightest of Israel’s youngsters are deployed as
cyber operators.

Unit 8200 (the SIGINT unit of the Israeli Intelligence Corps) base on Mount Avital, Golan Heights.
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shut down Syria’s an -aircra

radars so that Israel’s

Air Force could ﬂy undetected to destroy a suspected
Syrian nuclear site in 2007.55
Estonia’s approach can be broadly described as
deterrence by denial, a more defensive approach that
taps on strengthening the resilience of its cyber
systems, increasing alliance support, and establishing
cyber defence units. Conversely, Israel’s approach is to
build up strong oﬀensive cyber capabili es in order to
support broader na onal security objec ves. One
similarity between both countries is that they tap on
the broader pool of cyber talent within society, either
through a volunteer league (Estonia) or conscrip on
(Israel) in order to maximise their ability to build their
cyber capability. This is one measure that small states
such as Singapore can adopt.

Digital Defence: Current Efforts
by MINDEF/SAF
Digital Defence is the new sixth pillar of Total
Defence and a whole-of-na on eﬀort to protect and
defend ourselves and our na on online; and requires
Singaporeans to prac se good cyber security habits,
guard against fake news and disinforma on, and
consider the impact of our ac ons on the community.
Thus far, MINDEF has taken steps to expand its
cyber personnel through the establishment of the
Defence Cyber Organisa on (DCO), as well as the
introduc on of the Cyber Full- me Na onal Service
(NSF) scheme.56 The Defence Cyber Organisa on
(DCO) was established in 2017 to lead cyber security
eﬀorts across MINDEF/SAF and the en re defence
sector. It leads the Defence Sector, including SAF
military networks, MINDEF Corporate IT and Internetfacing systems, Defence Science and Technology
Agency (DSTA), DSO Na onal Laboratories (DSO) and
MINDEF-related organisa ons, in securing their
networks against cyber threats. It is envisioned to have
2,600 personnel in the long run, including ac ve and
reserve components of the military. Along with the
establishment of DCO, MINDEF had also created new
schemes of service for NSFs to serve as cyber

16

defenders. These na onal servicemen will be trained
to serve in three diﬀerent roles: security opera ons
centre monitoring, incident response and forensic
inves ga on. These moves are a strong signal of the
importance of digital defence and provide the base of
resources for Singapore to further strengthen its cyber
capabili es going forward.

Digital Defence is the new sixth
pillar of Total Defence and a
whole-of-na on eﬀort to protect
and defend ourselves and our
na on online; and requires
Singaporeans to prac se good
cyber security habits, guard
against fake news and
disinforma on, and consider the
impact of our ac ons on the
community.
CONCLUSION
A scan of ongoing developments in cyberspace
makes it clear that all states will need to develop some
form of cyber capability in order to secure their
interests in an increasingly interconnected world.
Most major powers have openly disclosed their
possession of oﬀensive cyber capability, and there is
increasing progress in the establishment of
interna onal laws and norms for cyberspace.
However, there is limited research into how small
states should build up their cyber capabili es. This is
one area that is par cularly per nent for small and
technologically advanced states like Singapore, which
has limited resources for investment into the
development of cyber capability. Going forward, even
as Singapore develops its digital defences, it must
con nue to keep abreast with global and regional
developments, and explore new and innova ve means
to protect the digital domain.
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By Mr Benjamin Ang

ABSTRACT
With the recent emergence of a new domain—the digital domain—the way conﬂicts are fought have
evolved to strike at society’s heart, which could aﬀect the very fabric of our lives. According to the author, cyber
a acks are commonly used to disrupt a na on’s opera ons, and this is a typical method for aggressors, as they
can do so with anonymity, with li le viola ons to interna onal laws. In this essay, the author looks into the
eﬀects of digital disrup on, and provide examples of disrup on caused by both state and non-state actors and
discusses the repercussions of such a acks. The limita ons to interna onal laws against cyber conﬂicts were
also considered, as well as a brief on how aggressors can use such limita ons to their advantage. The author also
highlights that the disrup ve nature of cyber conﬂict is a signiﬁcant threat. And, while states can respond by
becoming disruptors themselves, ﬁnding disrup ve methods to defend themselves or even striking back, he
cau oned that there are risks in using technology and new methods to engage in conﬂict. However, if properly
managed, the author feels that disrup ve methods can enable states, especially smaller states, to defend
themselves more completely without the costs of legacy opera ons, and to even cause serious eﬀects without
the usual costs of waging war.
Keywords: Disrup on; Cyber A ack; Proxy; Threshold of War; Cyber Weapons

INTRODUCTION TO DISRUPTION
Digital disrup on, or ‘disrup on’ for short, is a
huge buzzword in the world of business and
economics. Companies like Uber, Grab, Airbnb,
Facebook, YouTube are all considered disruptors of
exis ng ways of doing things, because they use
technology and new business models to disrupt the
exis ng sectors, where the incumbent (e.g. taxi
industry, hotel industry, banking industry) has legacy
processes and opera ons which are costly to change.1
The shorthand is that they can do X without the cost of
X, for example:
1.

Uber, Grab and Didi Chuxing operate huge
transport businesses without the cost of owning
vehicles or employing drivers;2

2.

Airbnb operates a huge interna onal hospitality
business without the cost of owning hotels or
motels;3 and

3.

Facebook, Twi er and YouTube enable their
users to broadcast messages without the cost of

owning television sta ons or prin ng presses,
and to spread these messages interna onally
without owning satellites or other transmission
infrastructure.4
Disrup on can also be seen in the realm of military
opera ons and inter-state conﬂict. Cyber capabili es
enable a ackers to cause serious eﬀects without any
of the usual costs of waging war.

CYBER CONFLICT AND DISRUPTION
Cyber a acks can shut down u li es, degrade
transporta on networks, cause debilita ng economic
damage and demoralise popula ons, all without ﬁring
a single shot or launching a single missile. For example,
before Russian tanks crossed the physical border into
the Ukraine in 2014, Russian hackers allegedly sent
malware onto Ukraine’s Informa on Technology (IT)
systems, to create poli cal chaos.5 Subsequently a
2015 cyber a ack on the Ukrainian power grid
disrupted electricity supply, while a 2017 cyber a ack
disrupted banks, ministries, newspapers and electricity
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ﬁrms, and wiping out computers, with the inten on of
crippling the na on.6

Cyber a acks can shut down
u li es, degrade transporta on
networks, cause debilita ng
economic damage and
demoralise popula ons, all
without ﬁring a single shot or
launching a single missile.
Cyber a ackers therefore use technology and
opera onal models to disrupt the ﬁeld of conﬂict,
giving them asymmetric advantages over states who
are limited by tradi onal opera onal doctrine:
1.

A ackers do not need a military base, physical
materials, military educa on or training, or
military exper se; they can develop oﬀensive

espionage targe ng government and industry
digital infrastructure in Saudi Arabia and the
United States (US); and of hacking more than
200 oil-and-gas and heavy machinery companies
across the world, stealing corporate secrets and
wiping data from computers.
2.

China – accused of hacking Amnesty
Interna onal’s Hong Kong oﬃce to access
personal informa on of the oﬃce’s supporters;
of hacking pharmaceu cal company Bayer to
steal sensi ve intellectual property; and of
hacking 27 universi es in the US to steal
research on naval technologies.

3.

North Korea – accused of hacking an Israeli
security ﬁrm as part of an industrial espionage
campaign; and of stealing millions of dollars in
foreign currency and cryptocurrency;

4.

Russia – accused of hacking several European
government agencies and more than 100
individuals in Europe at civil society groups
working on elec on security and democracy
promo on ahead of European Union (EU)
elec ons in May;

5.

Vietnam – accused of hacking foreign
automo ve companies to acquire Internet
Protocol (IP); and

6.

Pakistan – accused of hacking up to 100 Indian
government websites and cri cal systems.8

cyber weapons without being detected;
2.

3.

Defenders have a very hard me a ribu ng
a acks accurately, because a ackers can launch
a acks from innocent third-party networks, hide
their own iden es and plant false clues about
their origin; and
Cyber a acks can take place almost instantly
across vast geographical distances, giving
defenders li le warning or me to react, so an
ini al strike can eliminate any eﬀec ve defence,
counter a ack or human response.7

This asymmetry enables a acks from a variety of
actors: rogue states who lack kine c capabili es, large
states who do not want to be detected, cyber
criminals, poli cal groups or even individuals
(‘hack vists’), and any combina on of the above.

State Actors in Cyber Conflict
In the ﬁrst half of 2019 alone, numerous state
level cyber a acks were reported or announced,
including the following:
1.

Iran – accused of hacking banks, local
government networks, and other public
agencies in the United Kingdom (UK); of cyber

Non-State Actors in Cyber Conflict
In addi on to using their own military or
intelligence forces, states also use non-state, ‘proxy’
cyber actors including private sector computer hacking
experts or even cyber criminal gangs, to make up for
gaps in their own military capabili es and for plausible
deniability.9
One strong incen ve for states to use non-state
proxies is ‘plausible deniability’. Say state A wishes to
cause an eﬀect in state B. If the proxy is caught
a acking state B, then state A can claim the proxy is a
private opera on for they cannot be held responsible.
For example, the Russian Government denied any
involvement in the Ukrainian crisis for many months,
despite eyewitness accounts and news reports sta ng
otherwise.10
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Diagram showing Grizzly Steppe's (Fancy Bear—formerly APT28) process of employing spear phishing.
In some cases, state A may not fund or explicitly
direct the ac ons of the proxy. The Russian model
appears to have been to inﬁltrate cyber crime groups
and avoid ac ng against them if they do not cause
trouble locally. This appears to have resulted in
powerful malware from Russian and East European
cyber crime groups that avoids infec ng computers if
the programme detects the poten al vic m is a na ve
resident. In the mean me, the cyber criminals are free
to wreak havoc on US and EU targets.11
In other cases, the state may have a closer
rela onship with the proxy. Security company FireEye
reported that a group they named APT28 (‘Advanced
Persistent Threat’ is an a ack campaign in which an
intruder, or team of intruders, establishes an illicit,
long-term presence on a network in order to mine
highly sensi ve data) conduc ng poli cal espionage
against East European countries and security
organisa ons, was sponsored by the Russian
Government.12
The deniability is even more plausible because
both states and non-state actors can carry out cyber
a acks without the cost of developing their own
hacking skills or tools, thanks to hacking tools and
services which can be purchased or hired rela vely
cheaply. ‘The Moon’ is an Internet of Things (IoT)

botnet (a collec on of Internet-connected devices, like
smart devices or home routers or modems, which
have been infected with ‘bot’ so ware so that they
can be manipulated to perform Distributed Denial-ofService (DDoS) a acks, steal data, or send spam) which
is sold as-a-service to other malicious actors.13 Karmen
ransomware is marketed as ‘low cost ransomware-as-a
-service’ for novice cyber criminals, with a low price
and easy setup. For a one- me payment of US$175,
buyers can set ransom prices, determine how long to
give vic ms to pay, and keep tabs on the number of
vic ms they have and how much money they have
earned.14

Cyber Conflicts and the
Threshold of War
Adding to the bad news for vic m states, even if
they can iden fy a speciﬁc na on state as the source
of a cyber opera on, the vic ms are o en not
protected by interna onal law, because many cyber
opera ons fall below the tradi onal threshold of
armed a ack. Although the United Na ons (UN) has
said that interna onal law does apply to cyber
warfare, the problem is that the Law of Armed Conﬂict
(LOAC) applies only during armed conﬂict, and there is
both ambiguity about what cyber armed conﬂict
would look like, as well as how LOAC would apply to
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the use of cyber opera ons when they do not result in
kine c eﬀects.15 The Tallinn Manual deﬁnes a cyber
a ack as ‘a cyber opera on… that is reasonably
expected to cause injury or death to persons or
damage or destruc on to objects.’16 Whereas cyber
opera ons that lack direct physical eﬀects are not
‘violent’ and cannot be classiﬁed as ‘a acks’.17
If LOAC does not apply, then the principles of
dis nc on, propor onality, and necessity, do not
apply. The principle of dis nc on requires par es to a
conﬂict to discriminate in conduc ng a acks against
the enemy, and par es may not a ack the civilian
popula on and other protected persons and objects.
But if this principle does not apply, then a ackers can
target civilian infrastructure such as electrical power
grids, telecom networks, computer networks, or
banking systems. Oﬀensive cyber opera ons, causing
blackouts or network failures or bank failures, can
bring modern na ons to a stands ll, cause grave
economic harm and destabilise socie es. Yet, if no
direct injury or death or property damage is caused,
then LOAC does not recognise them as armed a acks,
and the vic m state has no recourse under
interna onal law.18 For example, while the Ukraine has
been under constant cyber a ack from 2014 to the
present day, Russia has not faced any penal es under
interna onal law.

Oﬀensive cyber opera ons,
causing blackouts or network
failures or bank failures, can
bring modern na ons to a
stands ll, cause grave economic
harm and destabilise socie es.
Information Operations
Besides
launching
cyber
a acks
on
infrastructure, states or non-state actors can also use
disrup ve technologies like social media and usergenerated content pla orms to spread disinforma on
and propaganda with unprecedented speed and global
reach, with the aim of inﬂuencing and destabilising
target na ons. Thanks to pla orms like Facebook,
Twi er and YouTube, a ackers can do so without the
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cost of owning broadcast or media infrastructure.
A ackers can spread their intended message by
tapping into an exis ng narra ve or trend, then
amplifying that message with a network of automa c
(‘bot’) accounts that trick social media pla orm
algorithms into trea ng that message as a trending
topic and spread it further.19 This is the evolu on of
hybrid warfare combining cyber opera ons and
informa on opera ons. All of these are consistent
with what former Soviet Commi ee for State Security
(KGB) General Oleg Kalugin described as ‘ac ve
measures’ designed ‘to drive wedges in the Western
community alliances of all sorts, par cularly the North
Atlan c Treaty Organisa on (NATO), to sow discord
among allies, to weaken the US in the eyes of the
people in Europe, Asia, Africa, La n America, and thus
to prepare the ground in case the war really occurs.”20
These opera ons are even more insidious and
below the threshold of LOAC because they a ack not
the physical, but the psychological and social fabric of
na ons. For example, during the November 2015 Paris
terror a acks, rumours quickly spread on social media
that the Louvre and Pompidou Centre had been hit,
and that the French President had suﬀered a stroke. In
another example, Facebook reported that Russian
opera ves spent $100,000 on ads with ‘divisive
messages’, which seemed to be aimed at inﬂuencing
voters in the 2016 US presiden al elec on. This
rela vely small expenditure has been es mated to
have achieved between 15 million and 25 million
impressions.21
The impact of these online messages has real
world consequences. In 2016, two opposing groups of
‘White Lives Ma er’ and pro-Muslim protesters, some
of whom were armed, and galvanised by two opposing
Facebook groups—Heart of Texas and United Muslims
of America—that were allegedly fed by Russian
opera ves, confronted each other at the Islamic
Da'wah Centre in Houston, Texas. This conﬂict was
catalysed by Facebook ads cos ng a mere US$200.22
These types of tac cs are also available to states
or non-state actors who do not possess their own
‘cyber troops’ or informa on opera ons teams. They
can instead engage ‘private intelligence ﬁrms’ like PsyGroup that provide services like covertly spreading
messages to carry out inﬂuence opera ons. These
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services include opera ves who use fake iden es to
uncover and deliver intelligence on opponents, using
una ributed Web sites to mount nega ve campaigns,
and making these look like part of a grass roots
movement.23 Because of these proxies, and because of
the anonymity aﬀorded by social media pla orms,
a ribu on of informa on opera ons is just as diﬃcult,
if not more diﬃcult, than in cyber opera ons.

RESPONSES
In the face of cyber a acks and informa on
opera ons that do not cross the threshold of the
LOAC, states have to ﬁnd other means of responding.

Prosecuting Individual Attackers
for Cyber Crime
While cyber a acks may not cross the threshold
of the LOAC, they may be oﬀences under the criminal
law of the vic m state. For example, under Singapore’s
Computer Misuse Act (Chapter 50A), it is an oﬀence to
do any act which would result in unauthorised access
to computer material; unauthorised modiﬁca on of
computer material; unauthorised use or intercep on
of computer service; unauthorised obstruc on of use
of computer; and trading in informa on obtained from
any of the above ac ons. Since this covers most types
of cyber intrusion, a person (or persons) who commits
these acts could be charged under the Act, assuming
that the authori es are able to a ribute the acts to
the correct person (or persons). The Act would also
cover acts of espionage, which interna onal law does
not prohibit. Prosecu on would be taken against
individuals and not against states. Singapore has many
examples of successfully prosecu ng individuals for
breaches of the Act, the most high-proﬁle being James
Raj Ariokasamy, the ‘Messiah’ hacker.24
However, the a ribu on of cyber a acks is very
diﬃcult because hackers (especially state sponsored
hackers who have more resources) are o en able to
hide their iden es by using fake data and going
through innocent third-party computer networks.
Iden ﬁca on usually requires high levels of military
intelligence work and is based on inconclusive
indicators such as target, malware, mo ve, and
complexity. Digital forensics alone also do not usually
dis nguish between a acks carried out by a couple of
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lone hackers and those where a na on-state military is
responsible—the code wears no uniforms.25

However, the a ribu on of
cyber a acks is very diﬃcult
because hackers (especially state
sponsored hackers who have
more resources) are o en able
to hide their iden es by using
fake data and going through
innocent third-party computer
networks.
It was only a er a long inves ga on by the
Federal Bureau of Inves ga on (FBI), that the US
Department of Jus ce (DOJ) charged ﬁve Chinese
intelligence oﬃcers for conduc ng and enabling
repeated intrusions into private companies’ computer
systems in the US and abroad to steal, among other
data, intellectual property and conﬁden al business
informa on, including informa on related to a
turbofan engine used in commercial airliners. This was
classiﬁed as commercial espionage, which is a cyber
crime, dis nct from espionage, which is not illegal
under interna onal law. While the reality is that most
of those charged will never be extradited to the US to
face prosecu on, the DOJ was able to arrest one
Chinese na onal in Ohio. The greater impact of the
charges is actually symbolic, as the FBI and US
Government wanted to send a strong message to the
Chinese government and other foreign governments
involved in hacking ac vi es.26
If Singapore were able to accurately a ribute a
cyber a ack to another state, should Singapore charge
the a acker(s) under the Computer Misuse Act as a
symbolic gesture? This is a complex issue because
most na ons, including Singapore, are far from being
in the same geopoli cal, military, and economic power
posi on as the US. Charges bring the risk of escala on,
retalia on, and damage to trade and economic
rela ons, especially if the alleged a acker is a much
more powerful state or a close trading partner. The
a acker may have carried out the act as a coercive
signal to the vic m on a foreign policy issue. Vic m
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states may also be unwilling to expose their
intelligence sources that have led to the a ribu on. As
a result, many na ons are reluctant to take public
steps to iden fy or charge state-sponsored cyber
a ackers.27 Most recently, Singapore chose not to
publicly name the culprits in the SingHealth breach
(the na on’s worst cyber breach to date) as the
authori es decided that doing so would not make the
system more secure or be helpful to the na on, and
the poten al gains to the a ackers outweighed the
risk of them being iden ﬁed.28

of white hat hackers through a series of bug bounty

Teaming Up with White Hats
and Patriotic Hackers

ﬂaws and prevent cyber security breaches that would
otherwise cost them much more in reputa on and
ﬁnancial losses.30

The same Computer Misuse Act may have to be
amended to solve a resource problem that Singapore
faces, like most other states—the shortage of skilled
cyber security professionals. Our independent white
hat hackers and patrio c hackers (the good guys) are
presently constrained because they risk falling foul of
the law.

advantage of crowdsourcing to tap on a wide range of
researchers with diﬀerent tools and techniques, who
can ﬁnd security ﬂaws that a single organisa on
cannot ﬁnd on its own and have been used extensively
by

corpora ons

like

Microso

and

Google.

Organisa ons are willing to oﬀer large rewards,
because bug bounty programmes can iden fy security

On the other hand, outside of bug bounty
programmes, if an independent white hat hacker,
through his or her own research, ﬁnds a security
vulnerability in a computer network, he or she may
poten ally be commi ng an oﬀence of unauthorised
access under the Computer Misuse Act. One
researcher that the author interviewed tried to
disclose such a vulnerability to the system’s owners,

MINDEF

On one hand, MINDEF and the Singapore
Government have tapped on the cyber security skills

programmes that rewarded them for discovering and
disclosing vulnerabili es in MINDEF and Government
computer systems.29 Bug bounty programmes take

MINDEF's Deputy Secretary (Special Projects) and Defence Cyber Chief, Mr David Koh, being briefed by
Commanding Oﬃcer 19 C4 unit, MAJ Yiew Pei Ling, on cyber defence training during his visit to the Cyber
Defence Test and Evalua on Centre (CyTEC).
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and instead of being thanked, he was reported to the
police. This severely discourages white hats from
helping where they are sorely needed. Organisa ons
in the public and private sector should instead
encourage security researchers to safely communicate
poten al security ﬂaws, without fear of criminal
prosecu on.31 There may also be a need to amend the
law to encourage this posi ve behaviour.
There is also room for independent non-state
actors in informa on opera ons—for example
Lithuania’s counter-disinforma on campaign led by
‘elves’—volunteers who set out to combat Russian
trolls—who are a ci zen-led movement of thousands
of journalists, IT professionals, business people,
students and scien sts. They are able to nimbly and
rapidly engage in fact-checking, debunking of false
informa on, and iden fying Russian trolls, even
without the structures of a formal organisa on.32

Hacking Back–Offensive Cyber
Countermeasures
The most controversial response to cyber
a acks is to launch a counter a ack or ‘hack back’.
Some states, such as the US believe that in cyberspace,
the only useful defence involves engaging the a acker
at the point of origin.33 The US has therefore
authorised oﬀensive cyber opera ons against US
adversaries, allowing the use of digital weapons to
protect the na on, in ac ons that fall below the use of
force, or a level that would cause death, destruc on or
signiﬁcant economic impacts.34
The more than 30 other states that have
announced their oﬀensive cyber capabili es include
the UK and Australia, the Netherlands, Denmark,
Sweden and Greece. Of course, North Korea, Russia
and Iran have also been accused of launched
destruc ve oﬀensive cyber opera ons, some of which
have caused physical damage.35

Benefits of Hacking Back
For states that are more careful, oﬀensive cyber
opera ons could achieve military objec ves without
causing human suﬀering; for example, the warﬁgh ng
capability of an adversary could be degraded by
disrup ng their logis cs such that military objec ves
could be achieved without ﬁgh ng or loss of life.36

Some legal scholars recognise hacking back in
response to another state’s unlawful cyber opera on
as ‘countermeasures’—ac ons or omissions that
would be unlawful but for the fact that they respond
to an interna onally wrongful act of another state and
are designed to cause the la er to comply with its
legal obliga ons.37 Alterna vely, since the LOAC does
not apply to many types of cyber opera ons, this cuts
both ways as the vic m can poten ally countera ack
or hack back without breaching LOAC.
Cyber weapons could also poten ally level the
playing ﬁeld between small vic ms and large a ackers.
The cost of development or purchase, while s ll
signiﬁcant, would be much less than that of ﬁghter
planes or ships. This author recently a ended a
brieﬁng in the US by a defence ﬁrm that produces easy
-to-use cyber weapons intended to be purchased by
democra c states who lack skilled hackers. These
cyber weapons have a user-friendly interface that a
soldier with average IT knowledge should be able to
use for espionage, data exﬁltra on, data destruc on,
and denial of service. A small state could therefore
ramp up its oﬀensive cyber capabili es quite rapidly.

Risks of Hacking Back
Before star ng on this path, states must
recognise that there are risks:
1.

Oﬀensive cyber weapons, if not properly
targeted, can destroy unintended targets. The
NotPetya malware, commonly a ributed to
Russia, caused US$300 million in damages for
FedEx; US$250–300 million for Danish shipper
Maersk; more than US$310 million for American
pharmaceu cal giant Merck; US$387 million for
French construc on giant Saint-Gobain; and
US$150 million for UK chocolate maker
Mondelez Interna onal.38
a.

The very process of hacking back could
cause collateral damage to unintended
targets, as the counter a ack travels
through innocent computer networks
which were used by the ini al a acker,
which could include anything from close
circuit cameras to routers and sensi ve
medical equipment.39
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b.

Cyber a ackers could even lay traps for
pursuers, such as tricking them into
dele ng data or damaging resources
belonging to innocent third par es. The
counter-a ackers would then be guilty of
computer misuse oﬀences themselves,
which would result in conﬂicts with
innocent third par es.40

2.

This illustrates why hacking back is considered
by experts to be escalatory.41 The state being
countera acked could claim it was innocent,
tensions could be raised, and escala on could in
the worst-case lead to kine c armed conﬂict.

3.

Interna onal norms on cyber-intrusions are s ll
being developed, and any ac ons taken will
shape those norms. While current interna onal
norms condemn all cyber-intrusions, this would
change if the US and its allies are seen to be
engaging in it.42 In more vola le regions, such as
the Middle East, experts fear that if one state
were to announce oﬀensive cyber capabili es,
then neighbouring states could take this as a
signal that it is acceptable for them to do so as
well, which could lead to a cyber weapons arms
race, which has the poten al to increase
tensions and destabilise the region.43
a.

The UK was the ﬁrst major power to
publicly
declare
oﬀensive
cyber
capaci es, in 2013, and experts argue that
this has made it diﬃcult to object to the
use of oﬀensive cyber capabili es by
other states such as China and Russia. Use
of these capabili es would also set a
precedent in how other states react to
similar situa ons in the future.44

b.

More recently, US Cyber Command has
also publicly declared its policy of
‘defending forward’ with oﬀensive cyber
weapons, but experts also fear this will
create a self-reinforcing spiral of risky
escala ons, while each state involved
feels they are ac ng defensively (known
as the ‘security dilemma’). For example, a
cyber intrusion for intelligence gathering
might appear inherently threatening, be
misinterpreted, and lead to inadvertent
escala on.45

Steps to Regulate Hacking Back
In order to mi gate these risks, states that want
to develop oﬀensive cyber capabili es for hacking back
should consider some of the following issues.
1.

States should build self-destruct ‘kill switches’ or
expira on dates into their cyber weapons, so
that even if they are stolen, they cannot be used
against innocent targets. This is a real risk, as
the US city of Bal more has been crippled by
ransomware that is believed to be based on a
cyber weapon that was stolen from the US’s
own NSA.46

2.

States need a clear strategy of whether they
seek deterrence by punishment, whether they
can signal the desired behaviour, and whether
they can face consequences in the event of
escala on. One example is whether Germany
would launch a retaliatory cyber a ack against
Russia or China if it might result in an escala on
cycle with either state.47

3.

States need to discover and exploit
vulnerabili es in computer network systems in
order to a ack them, but vulnerabili es also
place their own ci zens at risk. They should
consider developing a Vulnerabili es Equity
Process (VEP) that ac vely assesses the risk and
beneﬁts of keeping vulnerabili es secret for
exploita on, versus disclosing them to
technology companies so that they can be
patched for public safety. Disclosing more
vulnerabili es
reduces the
supply
of
vulnerabili es and raises the cost of oﬀensive
capability
development,
which
restricts
prolifera on and reduces the ability of non-state
actors to stage oﬀensive opera ons; it also
improves the overall cyber security of the
na on. This appears to be the approach taken
by the US Government VEP, which more o en
discloses vulnerabili es than keeps them for
future use.48

4.

States should develop a strategy of focused
oﬀensive cyber opera ons that are speciﬁc and
limit collateral damage, and promote a norm of
‘due diligence’ for oﬀensive cyber opera ons,
requiring states to invest in rigorous tes ng to
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ensure that eﬀects are contained before
engaging in oﬀensive cyber opera ons. States
should also promote as an interna onal norm
that vic ms of hos le cyber ac ons should
follow LOAC concepts of discrimina on,
propor onality, and necessity, in limi ng their
cyber countera acks.49
5.

States should consider announcing a public
doctrine (such as those announced by the US
and Australia) that deﬁnes their strategic intent
and

its

assessment

of

acceptable

and

responsible uses of oﬀensive cyber opera ons,
which would enhance conﬁdence building as
predictability is increased.50
6.

States should develop their own escala on and
de-escala on matrix in the event of a cyber
countera ack to prevent dangerous escalatory
cycles.51 For example, if a conﬂict escalates into
minor harassment, state cyber ac vi es could
expand to exploit weaknesses in an adversary’s
system without disrup ng opera ons or

damaging infrastructure, such as espionage and
counter-intelligence (which is acceptable and
not escalatory), gathering creden als, and
propaganda. If the conﬂict escalates into
unstable peace, state cyber ac vi es could
exploit weaknesses and disrupt daily opera ons,
but not cause permanent damage to
infrastructure or compromise systems.52

CONCLUSION
The disrup ve nature of cyber conﬂict is a
signiﬁcant threat. States can respond by becoming
disruptors themselves, ﬁnding disrup ve methods to
defend themselves (such as engaging white hat
hackers) or even striking back. There are risks in using
technology and new methods to engage in conﬂict, as
have been listed above. However, if properly
managed, disrup ve methods can enable states,
especially smaller states, to defend themselves more
completely without the costs of legacy opera ons, and
to even cause serious eﬀects without the usual costs
of waging war.
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ABSTRACT
The prolifera on of cyber a acks in the last decade has been well documented. Unlike other kine c
domains, however, there is a lack of clear regula on to govern behaviour in cyberspace, leading to the cyber
domain being described as ‘the wild west’. In response, states have increasingly turned to the forging of
interna onal cyber norms as the regulatory tool of choice. As a small but highly connected country, Singapore
has a vested interest in par cipa ng in the global conversa on on cyber norms. In this essay, the authors look at
the importance of norms to Singapore and the areas of opportuni es present within exis ng interna onal cyber
norms eﬀorts. They then consider steps Singapore can take to contribute to the global conversa on on cyber
norms.
Keywords: Prolifera on; Regula on; Govern; Forging; Contribute

INTRODUCTION
The desire for cyber norms in the interna onal
community is not new. As early as 1998, Russia tabled
a dra resolu on on ‘Developments in the ﬁeld of
informa on and telecommunica ons in the context of
security’ in the United Na ons (UN) First Commi ee.1
Since then, there have been numerous mul lateral
eﬀorts at dra ing cyber norms, notably the UN Group
of Governmental Experts (UNGGE) on Informa on
Security as well as the Shanghai Co-opera on
Organisa on (SCO)’s Interna onal Code of Conduct for
Informa on Security. The UNGGE is a UN sanc oned
working group, consis ng of experts from about
twenty countries, that has been mandated to advise
the UN on issues ranging from reviewing exis ng and
poten al cyber threats to proposing measures (e.g.
cyber norms) to strengthen the security of global
informa on
systems.2
The
SCO
is
an
‘intergovernmental,
interna onal
organisa on’
consis ng of eight members with the aim of, inter alia,
‘making joint eﬀorts to maintain and ensure peace,
(cyber) security and stability in the region.’3 However,
these eﬀorts have not yet produced a clear global
consensus on cyber norms. Most notably, the recent
failure of the 2016/2017 UNGGE to submit a
conclusive report at the UN General Assembly called

into ques on not only the disagreement amongst
countries on the principles upon which norms should
be formed, but also the basis of interna onal law in
regula ng cyberspace and the way forward in
transla ng norms to laws.4
Against the backdrop of increased prolifera on
of cyber a acks and numerous countries’ desire to
a ain cyber capabili es, it is therefore per nent for
Singapore to par cipate ac vely and shape the
discussion revolving around cyber norms. This essay
will ﬁrst look at the importance of these norms to
Singapore’s interests. It will then consider areas of
opportuni es for ac on present within exis ng
interna onal eﬀorts. It will conclude by recommending
steps Singapore can take in moving the global
conversa on on cyber norms forward.

THE IMPORTANCE OF ESTABLISHING
CYBER NORMS FOR SINGAPORE
In general, the signiﬁcance of establishing the
Rule of Law, that is o en a natural product of
organically developed norms, on a global scale to
Singapore, has been well-expounded by prominent
leaders. They have presented the sobering reality that
Singapore is a small state in a world where ‘might is
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Leaders from member states of the SCO posing for a group photo during the 2018 summit in Qingdao, China.
right’.5 For Singapore to retain its sovereignty, it is
crucial that we promote an interna onal order
governed by a more objec ve rule of law, with legal
norms that oﬀer us protec on.6 To that end, Singapore
has been a strong proponent of mul lateral en es
such as the UN, and has ac vely par cipated in the
formula on of interna onal regimes.

would typically favour the stronger na ons over the
weaker ones is mi gated in mul lateral se ngs
through a coali on of similarly small states.9

Naturally, Singapore has been a huge
beneﬁciary of these, most notably in the way we were
able to more easily nego ate numerous free trade
agreements (FTA) with the founding of the World
Trade Organisa on (WTO) in 1995.7 Singapore’s role in
brokering the UN Conven on on the Law of the Sea
(UNCLOS) Treaty in 1982 also reaped rewards when
the Interna onal Court of Jus ce (ICJ) ruled in her
favour in the Pedra Branca dispute, on the basis of
principles codiﬁed within UNCLOS.8 These beneﬁts did
not simply fall into Singapore’s lap, but were borne of
hard work to inﬂuence interna onal norms, as an
extension of our own foreign policy, for us to shape
norms in our favour. The role that Singapore played in
these norms crea on process gave us far more
inﬂuence and power than such a small state would
typically have if she had individually nego ated with
other na ons. A er all, the power diﬀeren al that

pressured into abiding by these principles because of

Once these norms were set into mo on, they
also had a dispropor onately large impact on other
states who may not have ini ally signed up to the
interna onal

standards,

but

were subsequently

the number of countries who were already on board
with them. As construc vism posits, ‘new interna onal
norms develop through the eﬀorts of par cular,
persuasive individual and group actors, and then
typically become ins tu onalised in speciﬁc sets of
interna onal

rules

and

organisa ons.’10

These

interna onal legal norms promulgated ‘cascade’
around the world un l they are widely internalised in
their domes c jurisdic ons.11 A prime example is how
China

re-dra ed,

repealed

and

revised
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administra ve regula ons and over 5,000 ministerial
and local government rules following her accession
into the WTO.12 Furthermore, she even complied with
WTO dispute rulings that were made to her detriment,
underscoring the power that such global legal norms
have had in shaping the domes c order.
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It should be noted that, ‘norms reﬂect the
interna onal community’s expecta ons, set standards
for responsible State behaviour and allow the
interna onal community to assess the ac vi es and
inten ons of States.’13 The realm of cyberspace is no
excep on to this characterisa on. In order to achieve
security and stability in the cyber world, there has to
be interna onal commitment to establishing a
framework of co-opera on and norms of state
behaviour.

Having

responsibili es

will

more

clearly

help

states

deﬁned
to

cyber

prosecute

inten onally wrongful acts with transparency, without
jeopardising her own peace and stability. In a space
where iden

es of cyber a ackers may be hard to

pinpoint, it is all the more essen al for clear guidelines
to be promulgated for states to take decisive and
uniﬁed ac on rather than allowing states to embark
on divergent and poten ally mutually destruc ve
courses of ac on.

Singapore stated our oﬃcial stance that, ‘a secure and
resilient cyberspace underpinned by interna onal law,
well-deﬁned norms of responsible State behaviour and
co-ordinated capacity-building eﬀorts to meet these
norms,’ is key in cyberspace development.14

In order to achieve security and
stability in the cyber world,
there has to be interna onal
commitment to establishing a
framework of co-opera on and
norms of state behaviour.
OPPORTUNITIES PRESENT WITHIN
EXISTING INTERNATIONAL CYBER
NORMS
Having established the importance of small
states’ support for interna onal norm crea on, this
essay will now move on to the bigger challenge of
ﬁnding areas of opportuni es within exis ng
interna onal eﬀorts. While there is a plethora of

Wikipedia

Indeed, this is the posi on that Singapore has
adopted towards the establishment of a similar legal
order in cyberspace. In the UN General Assembly,
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A group of students learning how to use a laptop in Ecole Saint Jacob in Rwanda.
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eﬀorts to forge cyber norms, two main mul lateral
approaches have emerged—UNGGE’s Report on
Developments in the Field of Informa on and
Telecommunica ons in the Context of Interna onal
Security (Report) and the SCO’s Interna onal Code of
Conduct for Informa on Security (Code).15 Broadly
speaking, both the Report and Code contains two
types of norms—limi ng and prescrip ve. Limi ng
norms curtail ac ons of States within the cyberspace
and include the prohibi ons against the use of
Informa on and Communica on Technology (ICTs) for
wrongful and malicious acts. Prescrip ve norms
ar culate what countries should do and typically
‘includes good prac ces and posi ve du es’ such as
individual responsibility (e.g. ensuring supply chain
security), co-opera on in cyberspace (e.g. sharing of
informa on), conﬁdence building measures (e.g.
publica on of cyber security strategies) and capacity
building measures (e.g. providing ICT-related training
to developing countries).16 An analysis of both the
form and substance of these two eﬀorts show
opportuni es for Singapore to contribute to the global
eﬀort on cyber norms crea on.

Enhancing the Effectiveness of
Present Approaches
The eﬀec veness of interna onal legal regimes
can be evaluated based on three criteria—consensus,
compliance and comprehensiveness. Given that
interna onal legal regimes are built upon countries’
agreement with each other on key points, achieving
greater

consensus

generally

produces

greater

eﬀec veness. Secondly, the power of the agreements
achieved would be much diluted if countries do not
comply with what is set out. Related to that, there
must be some form of enforcement power in order to
achieve compliance or prevent non-compliance.
Thirdly, how comprehensive the agreement is,
indicates the scope of its powers and its true
eﬀec veness—having an extremely limited agreement
scoped in broad terms would not yield any tangible
outcomes and would therefore not be eﬀec ve as
well. Exis ng agreements that strive to achieve
normalisa on into an interna onal legal regime such
as the Report and the Code can thus be evaluated by
this matrix. The Report and Code appear to lie on
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diﬀerent ends of the spectrum, if quan ﬁed by these
criteria.
The Report takes a norms-based interna onal
consensus approach yet consists of a very limited
group of about 20 experts who make
recommenda ons for many more countries.
Admi edly, the par cipa on of key countries of the
UN Security Council (UNSC) in the UNGGE greatly
legi mises the consensus made available through this
Group. Prior to the 2016/2017’s failure to produce a
conclusive report, the Group enjoyed a high degree of
consensus. Although there were no strict enforcement
mechanisms, because the adop on of these norms
were purely voluntary, those who chose to do so
generally complied with them. However, the key trade
-oﬀ was that the recommenda ons were not
comprehensive and generally avoided controversial
issues. One key example is the permissibility of states
to claim self-defence in response to cyber a acks.
With the diﬃculty in a ribu ng cyber a acks, some
countries worry that allowing States to claim selfdefence against cyber a acks may provide a
convenient reason for countries to take military ac on
against each other—Cuba’s eleventh hour objec on to
the paragraph in the dra of the Report alluding to self
-defence against cyber a acks was commonly cited as
a key reason for the failure of 2016/2017 UNGGE to
produce anything concrete.17 On the other hand, other
countries believe that self-defence in the cyber realm,
just as in any other kine c domains, should remain an
op on in any state’s foreign policy.18 Regardless of
which side is right on this issue, the avoidance of
controversial issues amongst the group resulted in
fairly unconten ous norms that member states were
already prac sing. Therefore, the eﬀec veness of the
UNGGE was greatly diminished in this respect.
On the other hand, the Code takes a diﬀerent
approach, striving to achieve a more comprehensive
guideline, by se ng out key principles that countries
need to adhere to. However, in ar cula ng a ﬁrm
posi on, certain key principles within the Code face
serious objec ons. For example, the numerous
men ons of States’ sovereignty over the informa on
domain over and above all other concerns, like
security, have faced mul ple objec ons from Western
countries, which see these as Russia and China’s
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a empts to jus fy greater control over their internet
space.19 As such, there is very li le consensus globally
on this Code.
Both op ons are therefore not ideal for
Singapore to achieve, because there has to be some
degree of consensus amongst key par es involved, but
also compliance with key principles that will actually
eﬀect change in domes c regimes. In par cular, the
Report, in a emp ng to forge consensus on a global
scale,
resulted
in
norms
that
lacked
comprehensiveness. The Code, on the other hand,
received li le support because of poli cal reasons
beyond its comprehensiveness. Perhaps the answer
for Singapore thus lies somewhere in between these
two on a spectrum of interna onal legal regimes—
opera onalising capacity and conﬁdence-building
measures at a regional forum.

SINGAPORE’S CONTRIBUTIONS TO
THE GLOBAL CONVERSATION ON
CYBER NORMS
Knowing what the areas of opportuni es
present within exis ng interna onal cyber norms
crea on eﬀorts are, this essay now turns to the
concrete steps that Singapore can take to further her
own interests by ﬁrst considering what is already being
done and then to propose what other ac ons
Singapore can take to value-add to the global
conversa on on cyber norms.
At present, Singapore has already devoted
substan al energies to establishing several cyber
norms on her part. On the interna onal level,
Singapore has con nuously supported the UNGGE’s
eﬀorts despite not being part of it, and has indicated
Singapore will con nue to play her part as required.20
At the regional level, Singapore has been ac vely
pushing to further regional cyber capaci es through
the Associa on of South East Asian Na ons (ASEAN).
S$10 million has already been pledged to launch a
cyber capacity programme, with workshops conducted
in May and August 2017.21 Not to be constrained by
exis ng communi es, Singapore has also ac vely
sought agreements with individual countries, the most
recent one being the signing of the Memorandum of
Co-opera on (MOC) with Japan at the end of the
Singapore Interna onal Cyber Week.22 Prior to that,
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Singapore’s Cyber Security Agency had also already
concluded six Memoranda of Understanding (MOU)
with Australia, France, India, Netherlands, United
Kingdom (UK) and the US. This is in addi on to the
Joint Declara on on cyber co-opera on with
Germany.23
This then begs the ques on—are these eﬀorts
suﬃcient? While they are an important step towards
building es with other states in the cyber realm and
highlight Singapore’s commitment to furthering a
global standard, there is li le substan ve change that
these agreements actually bring about.
Firstly, the UNGGE’s opinions have limited
binding power. While comprising inﬂuen al members
of key powers of the UNSC, it is ul mately a group of
experts recommending strategies for countries to
adopt. Much is then dependent on countries to accept
these opinions and key countries such as Russia and
China are not taking heed.24
Next, simply ins tu ng consensus and capacity
building measures within the ASEAN Community and
by Singapore’s MOC and MOUs, is a necessary but
insuﬃcient step. It is indeed important for
governments, the cyber industry and academia to
engage in regional discussions to resolve the best
posi on to move forward on, as achieved in fora such
as the ASEAN Ministerial Conference on Cyber
security, the ASEAN Defence Minister Mee ng-Plus
(ADMM-Plus) Expert Working Group on Cyber security
(EWG-CS) and the Interna onal Cyber Leaders’
Symposium. However, Singapore has already stated
her oﬃcial support for the 11 norms set out in the
UNGGE’s 2015 report, and proﬀered that deﬁni ons
and implementa on of these norms are key.25 As such,
addi onal dialogues and workshops such as these are
simply itera ons of the same measure.
This does not mean that Singapore should
abandon exis ng eﬀorts, for the reasons to engage in
such dialogues and workshops extend beyond simply
moving the conversa on on cyber norms forward. The
key is that Singapore must go beyond simply
suppor ng these norms but opera onalising them to
truly enable these norms to ‘cascade’ into domes c
jurisdic ons. What we currently prac se is already
quickly contribu ng to the normalisa on of certain
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principles and the more we can ac vely defend our
posi on, the stronger Singapore’s claims to them in
the future. As Keir Giles argues, ‘the majority of
current cyber conﬂicts take place far beneath the level
of armed conﬂict, and a lack of state prac ce on the
actual use of force in cyberspace creates assump ons
on how to respond without experience in actual
situa ons.’26 Challenges presented in cyberspace
demand far more immediate a en on to allow
customary law to simply develop organically as was
the case in the development of trea es such as
UNCLOS. While cyber norms are s ll in ﬂux and open
for debate, Singapore should seize the ini a ve where
she is able to and use the ﬁrst-mover advantage to
shape the intended outcome where she can.

The key is that Singapore must
go beyond simply suppor ng
these norms but
opera onalising them to truly
enable these norms to ‘cascade’
into domes c jurisdic ons.
Operationalising Norms Regionally
One way to opera onalise capacity and
conﬁdence building measures would be to advance
ASEAN to the level that the Organisa on for Security
and Co-opera on in Europe (OSCE) currently stands at.
Rather than just espousing the beneﬁts of Conﬁdence
Building Measures (CBM), as UNGGE and SCO do, the
OSCE ar culates actual CBMs that countries should
partake in (e.g. sharing of na onal strategy, cyber
threat intelligence, shared responses to cyber
threats).27 While the opera onalised CBMs outlined in
2013 and 2016 were purely voluntary, more than
three-quarters of the 57 par cipa ng states
voluntarily and have frequently been exchanging
informa on on cyber security policies, strategies and
programmes on ICT.28 The OSCE also plans to take
further measures to commit individual states from
taking certain ac ons against each other, which ASEAN
can similarly adopt, beyond the open-ended study
groups on CBMs as proposed in the ASEAN Regional
Forum work plan. These are prime examples of
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opera onalisa on of norms, which would allow them
to gain trac on in the global ﬁeld. Further, since this
would be framed more as a consensual pledge rather
than a legally binding contract imposing substan ve
obliga ons, there is greater ﬂexibility aﬀorded to
countries who sign on to it, which is more essen al in
a ﬁeld where the pace of technological advancements
outstrips the a empts to regulate it. This diﬀers from
the posi on of countries like Russia, which aims to use
SCO as a vehicle to push for legally binding laws
eventually.29 Such an approach seems to have struck a
good balance—with the lower reputa onal costs
associated, countries would be more willing to accede
to it, but it would s ll indicate ﬁrm commitment to
taking the necessary follow-up ac ons.30 Such pledgebased agreements also have another beneﬁt over
contractual-type ones because they rarely require
ra ﬁca on and legisla ve ac on, and therefore are
unlikely to be delayed by domes c dissent.
In the longer-term, Singapore can u lise our
exis ng Cyber Security Strategy as a basis for the
development of an ASEAN Cyber Security Strategy,
one which parallels the EU Cyber Security Strategy
implemented in 2014. This would not only deﬁne
norms for the region, but also have concrete proposals
to ﬁll legisla ve gaps, allowing domes c jurisdic ons
to legalise the interna onal norms as well.
On the whole, it is important to u lise such
regional pla orms, because mul lateral agreements
tend to wield more symbolic and norma ve power
than a number of isolated and limited bilateral
agreements which Singapore has hitherto been
ac vely pursuing. The ASEAN process is very much
focused on consensus, therefore outcomes achieved
through this body would be more par cipatory,
transparent and democra c. Consequently, it is easier
for ASEAN agreements to gain more legi macy than
other bilateral agreements.

Operationalising Norms Domestically
Within our own domes c jurisdic on, the Cyber
Security Act (herea er, ‘the Act’) should further seize
the opportunity to codify technical standards and
codes of conduct that industries will comply with. In
the Act, sec on 12 accords the Commissioner the
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authority to ‘issue or approve codes of prac ces for
regula on of the cyber security of cri cal informa on
infrastructure.’31 The limita on is that, as per
subsec on 12(5), such a code would not have
legisla ve eﬀect. Yet, this is counter-balanced by the
Commissioner’s ability to issue wri en direc ons
which would require compliance. Failure to do so
would be deemed an oﬀence and subject to ﬁnes or
even imprisonment. This essay supports this
provision—when the industry adheres to such
baselines standards and commits to similar cyber
security principles, it speaks volumes about the state
of governance and contributes to opera onalising
norms beyond hard law and regulatory enforcement.
In the longer term it is possible to also include
more nuanced compliance mechanisms. Instead of
simply applying the s ck to force adherence to certain
standards, other compliance mechanisms such as
audit func ons or repor ng responsibili es so that the
Cyber Security Agency (CSA) can have some feedback
on the cyber security landscape and further
development as well. Such informa on would put us in
good stead to gain more exper se quickly to become a
thought leader in this ﬁeld.

Opportunistic Operationalisation
of Norms
Some commentators have argued that it would
take a cyber a ack on a global scale to precipitate a
united response that ﬁrmly and clearly establishes the
need for interna onal cyber law.32 Given the exis ng
iner a to implement more concrete measures, even if
this may well be true, it is vital that Singapore already
begins to lay the founda ons for what norms are in
her interest on a global level so that Singapore can
take the ini a ve to shape them in her favour should
such an incident occur.
A key case study in point is the situa on in 2001,
when countries rallied behind the UNSC to implement
Resolu on 1373 as a deﬁni ve response against global
terrorism—a Resolu on far-reaching in its legisla ve
impact across all na ons.33 Prior to this incident,
countries such as China had long expressed suspicion
of the UN, charging the organisa on as being a ‘dirty
interna onal poli cal stock exchange in the grips of a
few big powers.’34 Similar cri cisms, expressed in
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perhaps subtler language, s ll exist today, as certain
countries repeatedly emphasise their rights to
sovereignty. Yet, China came to endorse the UN and
the SC’s leading role in terrorism, surrendering
signiﬁcant powers to the Counter-Terrorism
Commi ee (CTC), allowing the CTC to have strong
inves ga ve powers in domes c jurisdic ons,
catalysed by the exogenous shock of the 2001 terrorist
a acks.35 In that case, Singapore was in a unique
posi on of being able to heavily shape the legisla on
because we were then a non-permanent member of
the UNSC. However, Singapore was able to play such a
huge role precisely because we were prepared for this
situa on and ready to determine an interna onal
posi on against terrorism in our favour. Similarly,
Singapore must stand prepared for opportuni es to
further her interests in cyberspace.

CONCLUSION
Ul mately, law’s norma vity is emphasised by
repeated interac ons among transna onal actors.
These instances of opera onalised norms will help to
‘create pa erns of behaviour that ripen into
ins tu ons, regimes and transna onal networks,
genera ng general norms of external conducts (e.g.
trea es) and speciﬁc interpreta ons of those norms in
par cular circumstances which in turn internalise into
their domes c legal and poli cal structures through
execu ve ac on, legisla on and judicial decisions.’36
Leveraging on states’ longer-term interest in the
maintenance of a law-impregnated interna onal
community, Singapore can con nue to opera onalise
norms as states will eventually follow speciﬁc rules
even when inconvenient, based on this longer-term
interest.
Perhaps precisely because of their importance in
regula ng states’ behaviour in cyberspace, the
development of interna onal cyber norms is s ll very
nascent, as states are unwilling to commit to binding
ac on in this largely undeﬁned and undemarcated
ﬁeld. While Singapore has not been accepted as a
member of the UNGGE thus far, seizing the
opportunity as a key leader within ASEAN would be
beneﬁcial for future itera ons of such eﬀorts and
bolsters our place within the global conversa on on
cyber norms.
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Psychology: The Future of
SAF Cyber Security
By Mr Benjamin Mak

ABSTRACT
In the modern world, technology has enabled humans to maximise their eﬃciency. With this, as
technology can also be exploited for malicious gains, there is a need for an enhanced security against cyber
threats. Humans are also vulnerable to cyber threats as we are o en the ones opera ng the technological
instruments. In this essay, the author explores how the MINDEF / SAF views cyber security, as well as the
precau ons taken to ensure that MINDEF / SAF is secure online. The author also emphasises how psychology
can help us understand the vulnerabili es of individuals to social engineering in cyberspace and provides
recommenda ons to bolster individuals’ resilience to online social engineering.
Keywords: Social Engineering; Cyber Security; Vulnerabili es; Psychology; Heuris cs

INTRODUCTION
Singapore seeks to be a Smart Na on that
harnesses technology to the fullest.1 MINDEF / SAF
shares this goal with its forma on of the Smart
Defence Commi ee, as noted by then-Second Minister
for Defence Mr Ong Ye Kung at his keynote address on
MINDEF Produc vity and Innova on in Daily Eﬀorts
(PRIDE) Day 2016.2 Yet, this also exposes MINDEF /
SAF’s Informa on and Communica ons Technology
(ICT) systems to greater cyber security threats.
Ensuring cyber security is thus a central concern for
MINDEF / SAF.
This essay will consider where MINDEF / SAF
currently stands on cyber security, how our people are
key to ensuring MINDEF / SAF is secure online, i.e.
from hackers, keeping its Personal Data safe, keeping
personnel safe from fake news, etc. It then explore
how insights from psychology can support our eﬀorts
to enhance cyber security in MINDEF / SAF. In
par cular, we will consider how psychological insights
help us understand the vulnerabili es of individuals to
social engineering in cyberspace and allow us to shape
recommenda ons to bolster individuals’ resilience to
online social engineering.

WHERE WE STAND
DCO is responsible for cyber security in
MINDEF / SAF. It leads the Defence Sector, including
SAF

military

networks

and

systems,

MINDEF

corporate Information Technology (IT) and Internetfacing systems, Defence Science & Technology
Agency (DSTA), DSO National Laboratories (DSO),
Defence Industries and MINDEF-related organisation
networks and systems, in securing their networks
against cyber threats. DCO had recently stood up the
Defence Cyber Security Centre (DCSC), for daily
operations against cyber threats. To develop a highly
skilled cyber workforce, MINDEF had created the non
-uniformed

Defence

Cyber

Expert

(DCX)

job

specialisation that will strengthen MINDEF’s cyber
workforce strategy.

OUR PEOPLE AS KEY
To maximise the use of our technological
hardware to enhance cyber security in the SAF, we
must rely on our people for three reasons:
1.

They ensure SAF cyber security tools and
policies are eﬀec vely implemented;
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Cyber NSFs undergoing cyber security training at the SAF's Cyber Defence Test and Evalua on Centre.
Implemented in 2015, this facility has the capability to simulate realis c cyber a acks with varying levels of
intensity and sophis ca on to test cyber defenders' skillsets and responses.
2.
3.

They can iden fy weaknesses that need to be
ﬁlled in the SAF’s cyber security policies; and

has heightened the urgency for the SAF to fully engage

They can create be er methods to address gaps
in SAF cyber security.

Cyber Security Strategy, new cyber security legisla on

Humans can be the weakest link and each
individual represents a poten al a ack surface in
cyberspace. Besides poten ally undermining policies,
they are poten ally the very targets of any cyber
threat actors.

its personnel in cyber security. As men oned in the
will require owners and operators of Cri cal
Informa on Infrastructures ‘to take responsibility for
securing their systems and networks’ and ‘par cipate
in cyber security exercises to ensure their readiness in
managing cyber incidents.’4
Promo ng a basic level of awareness about

As Dr Shashi Jayakumar, Head, Centre of
Excellence for Na onal Security (CENS), Rajaratnam
School of Interna onal Studies (RSIS) and Mr Benjamin
Ang, Senior Fellow, CENS, RSIS noted, ‘…one study by
cloud security vendor Skyhigh Networks found that
82% of organisa ons surveyed had experienced an
insider threat, and 96% of organisa ons had at least
one user who had been compromised with weak
passwords.’3 This ar cle aims to explain the important
role an individual plays in cyber defence.

cyber security should lead us to think about cyber

The October 2016 launch of Singapore’s Cyber

SAF as a challenge comprising social and technical

Security Strategy by Prime Minister Lee Hsien Loong

security as a collec ve eﬀort where we need all hands
on deck. All branches of the SAF rely heavily on ICT,
and our dependence on ICT will only increase as we
move towards an even more advanced 4th Genera on
(4G) SAF by 2030.5 The importance of our people is
evinced by the launch of ‘Digital Defence’ as the sixth
pillar of Total Defence by Ministry of Communica on
and Informa on (MCI) and MINDEF in Feb 2019.6 In
light of this, it is be er to view cyber security in the
aspects, both of which are of equal importance.
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The path towards viewing cyber security as a
responsibility for all members of the armed forces has
already been paved by the US Department of Defence
(DoD). In a September 2015 memo endorsed by thenUS Defence Secretary Ashton Carter and thenChairman of the Joint Chiefs of Staﬀ General Mar n
Dempsey, a new DoD Cybersecurity Culture and
Compliance Ini a ve (DC3I) was launched. The DC3I
aims to build a cyber security culture in the DoD
centred on (a) integrity, (b) level of knowledge, (c)
procedural compliance, (d) formality and backup, and
(e) a ques oning a tude.7
As every individual is a poten al target/a ack
surface, users must understand the vulnerabili es they
themselves pose. To do this, users need to master not
only the technical content of cyber security policies,
but also their own psychology as this will determine
the nature and extent of their compliance with these
policies. Whilst well-inten oned and careful planning
can lead to the crea on of robust cyber security policy,
individuals must understand how their own
psychology might lead them to undermine the very
policies meant to protect them. As Sun Zi put it in his
‘Art of War’, one must know oneself and the enemy.8

New cyber security legislation
will require owners and
operators of Critical Information
Infrastructures ‘to take
responsibility for securing their
systems and networks’ and
‘participate in cyber security
exercises to ensure their
readiness in managing cyber
incidents.’
ENTER PSYCHOLOGY
The relevance of psychology for governments
has famously been explored by economist Richard
Thaler and legal scholar Cass Sunstein in Nudge:
Improving Decisions about Health, Wealth and
Happiness.9 Their key ﬁnding: how we are presented
with choices greatly aﬀects the decisions we make.

The inﬂuence of psychology on public policy has
grown from strength to strength. Following the
publica on of Nudge: Improving Decisions about
Health, Wealth and Happiness, many governments
have created specialist units which tap on psychology
to enhance public policy. In the US, then-President
Barack Obama established the White House Social and
Behavioural Sciences Team in 2015, and the United
Kingdom (UK) Cabinet Oﬃce created its Behavioural
Insights Team in 2010.10
Psychology has also shaped public policies in
Singapore. As former Head of Civil Service Mr Peter
Ong revealed in 2015, psychology was behind the Land
Transport Authority’s (LTA) Travel Smart Rewards
scheme.11 Aimed at reducing public transport
conges on, the scheme allowed commuters who
travelled at oﬀ-peak hours to get points for a chancebased online game that featured cash prizes. Between
2012 and 2014, the scheme contributed to a 10% fall
in the number of commuters at peak periods.
MINDEF / SAF can tap on psychology to enhance
cyber security in two ways:
1.

Understand the vulnerabili es of individuals to
social engineering in cyberspace; and

2.

Propose recommenda ons to bolster their
resilience to online social engineering.

UNDERSTANDING THE
VULNERABILITIES OF INDIVIDUALS
TO SOCIAL ENGINEERING
To understand why we are vulnerable to social
engineering, we have to ﬁrst understand why and how
we are inﬂuenced. As persons living within a
community, no man is an island. If we are to survive,
we need to adopt inﬂuences we judge to be beneﬁcial,
and seek to inﬂuence others to think as we do. In his
seminal work ‘Inﬂuence: The Psychology of
Persuasion’, Robert Cialdini iden ﬁed six principles for
persuasion:
reciprocity,
scarcity,
authority,
12
consistency, liking and consensus. We will next see
how each of these principles can make us vulnerable
to social engineering online.
Reciprocity. We may feel obliged to repay what
others have given us. Suppose a hacker sends an email
demanding that the recipient pay $100,000 for alleged
tax evasion or risk being kidnapped, and the recipient
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replies that this is an unreasonable request. Applying
the reciprocity principle, the hacker might retreat to a
less exaggerated demand and ask for $1,000 instead.
In this scenario, the hacker may think that the
recipient feels that the hacker has backed down on an
unreasonable request, and thus may feel guilt-tripped
into acceding to his seemingly more reasonable
demand.
Scarcity. Stated in economic terms, scarcity
denotes the gap between our limited resources and
theore cally inﬁnite wants. Applying this to
cyberspace, persons o en value emails that present
opportuni es that are deemed to be rare or even
unavailable to others. For example, persons may be
drawn to emails claiming that they have won a huge
lo ery prize and are tempted to click the link even if
they know that such emails are likely to be phishing for
their personal informa on.
Authority. People o en tend to trust
informa on that appears to come from an
authorita ve source, such as a government oﬃcial.
This explains why the Singapore Police Force (SPF) has
had to warn the public against scams where the
fraudsters impersonate as staﬀ members from
government agencies.13 Applying this to cyberspace,
people are more likely to provide personal details like
their Na onal Registra on Iden ty Card (NRIC)
number or network access codes in response to emails
that appear to be from their organisa on’s technical
support team.
Consistency. People o en s ck with choices
they have made in the past. In psychology, this has
been described as the conﬁrma on bias—people o en
ﬁnd it easier to ﬁt things within their exis ng mental
model and so they will tend to interpret new evidence
or facts that they receive about the world as
conﬁrma on of their exis ng beliefs about the world.14
Applying this to cyberspace, people may be inclined to
download malware disguised as patching to their
computer’s opera ng system simply because such
updates are commonplace and frequent.
Liking. This is par cularly relevant in an age
when social media pla orms are widely used by the
public. People tend to favour others who are similar to
them. Applying this to cyberspace, people may be
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inclined to accept friend requests from others who
appear to share many mutual friends with them. This
is notwithstanding the fact that such friend requests
may be made by bots seeking to introduce malware
into a user’s computer systems.
Consensus. This is basically the idea of the herd
mentality—people have a tendency to want to
conform so that they are not excluded from social
groups or derided for being the odd one out in a social
se ng. Applying this to cyberspace, if people are
si ng together for a communal lunch, they may all be
pressured to open the same video that a mutual friend
has shared with them, notwithstanding the fact that
the video might conceal so ware designed to steal a
user’s passwords.

As persons living within a
community, no man is an island.
If we are to survive, we need to
adopt inﬂuences we judge to be
beneﬁcial, and seek to inﬂuence
others to think as we do.
BOLSTERING OUR RESILIENCE ONLINE
‘Once bi en, twice shy’ is an old English
aphorism that encapsulates how we learn from the
scars of nega ve experiences. Nonetheless, in the
virtual space, it may be too late for one to learn cyber
security techniques only a er one has suﬀered the
devasta on of a cyber a ack. When ransomware locks
a system from access and disrupts cri cal
infrastructure that saves lives from working, the
damage can be irreversible and catastrophic. To this
extent, a sojourn into psychology is not merely a
reﬂec on on the life of the mind—it is our heart and
soul.
Cialdini’s techniques of inﬂuence which we
discussed above were actually dis lled not from an
a empt at malevolence, but his concern over the ease
with which people could cross the line into engaging in
unethical behaviour.15 Indeed, Cialdini’s 2001 piece in
the Harvard Business Review on harnessing the
science of persuasion provides a good star ng point to
think about how we can bolster our resilience online.16
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My focus here is on drawing out how his general
recommenda ons can tangibly aﬀect cyber security
resilience by looking at Cialdini’s interpreta ons of the
six principles for persuasion that we explored in the
previous sec on.

‘Once bi en, twice shy’ is an old
English aphorism that
encapsulates how we learn from
the scars of nega ve
experiences. Nonetheless, in the
virtual space, it may be too late
for one to learn cyber security
techniques only a er one has
suﬀered the devasta on of a
cyber a ack.
Give what you want to receive. Cialdini’s
interpreta on of the reciprocity principle applies in the
following scenario: Suppose one is asked to provide
data over email on one’s conﬁden al Personal
Iden ﬁca on Number (PIN) for login access, but one is
aware that under the organisa on’s cyber security
policy, technical administrators are not allowed to ask
for a conﬁden al PIN on email. If we use Cialdini’s
logic, we will know that we should not give up our
conﬁden al PIN via email because this is not what we
would want to receive as administrators.
Highlight unique beneﬁts and exclusive
informa on. This is an a empt to turn scarcity on its
head. Scarcity is usually a reason for us to act on what
appear to be rare beneﬁts that may befall us, such as a
huge lo ery win. Yet scarcity can equally be a reason
for uniquely damaging losses to be visited upon those
who click on phishing emails claiming lo ery wins. If
we understand compliance with cyber security policy
to be a unique beneﬁt that is not a ainable by those
who ignore it, we may feel a greater sense of
mo va on and fulﬁlment in our daily acts of
compliance.
Expose your exper se; don’t assume it’s selfevident. In an era where fake news and online
deliberate falsehoods are considered as a rampant
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social phenomenon, it may be mely for us to become
masters of our fate in the virtual realm. When all of us
could poten ally become targets of online social
engineering, it is opportune for us to harden ourselves
as targets. The fear of authority ﬁgures sending us
online scams can be turned into a posi ve force for
cyber security. Just as we have mastered social media
to overcome the gaps of me and distance with our
friends, the threat of cyber a acks can be a galvanising
force for us to educate ourselves and our colleagues
on the techniques needed to expose would-be online
fraudsters.
Make our commitments ac ve, public and
voluntary. The whole point of making our
commitments to cyber security is so that they s ck in
our minds and ac ons, because it is only then that the
consistency principle will keep them rooted within us.
To this end, it is useful for our commitments to be
widely ar culated and to be the product of our own
will. The acceptable use policies that new members of
staﬀ sign in the presence of senior staﬀ when given
access to proprietary technology devices are a good
star ng point. Opportuni es to reaﬃrm these
commitments through annual tests and declara ons
which require us to revisit the meaning of cyber
security policy compliance are also useful if we want
our cyber security to be dynamic and resilient in the
face of ever-evolving cyber threats.
Uncover real similari es and oﬀer genuine
praise. If we believe in cyber security, we should also
believe in making those who champion cyber security
feel a sense of aﬃrma on and achievement. If cyber
security is truly to be regarded as an organisa onal
priority, then we must be prepared to recognise those
who are similar in their willingness to stand at the
frontlines of our networks and not waver in the face of
adversity. This is to make them equally, if not more,
well-liked than those who would marginalise or
trivialise the importance of securing our networks. Just
as we reward those who safeguard the doctrines of
safety during training in the ﬁeld, we must also
uncover those members of staﬀ who are consistently
compliant with cyber security policy, who make the
eﬀort to publicise cyber security lessons, and who
have the presence of mind to deal with the fallout of
cyber a acks if and when they do occur. We are
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The Cyber Defenders Discovery Camp 2018.
making good strides with DSTA’s Cyber Defenders
Discovery Camps, and we should con nue to make
progress in this eﬀort.
Use peer power whenever it is available.
Hackers have proven their ability to sha er carefully
shielded cyber infrastructure through the use of
appealing videos or material that people want to be
part of. Equally, we need to create as many cues as
possible for people to want to be part of the cyber
security eﬀort. The previous recommenda on about
rewarding cyber security champions is one way of
forging role models who can galvanise their
departments towards cyber security compliance. It is
only then that we can establish a ‘Cyber Band of
Brothers’ within our organisa on.

CONCLUSION
As Senior Advisor to the Centre for Strategic
Futures Mr Peter Ho men oned at the 2016 Goh Keng
Swee Command and Staﬀ College (GKS CSC) seminar,
the SAF needs to be cau ous of ‘Black Elephants’.
‘Black Elephants’ are a cross between ‘Black
Swans’ (unlikely events with huge poten al
implica ons) and ‘Elephants in the Room’ (big
problems we are aware of but do not address). Thus,
‘Black Elephants’ are problems which surprise us when
they arise, but which should really be unsurprising.17
To ensure the security of the SAF’s ICT assets do
not become a ‘Black Elephant’, we must learn how
psychology can help our people make cyber security
our reality.
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The Age of Ultron: Implications of
Malicious Artificial Intelligence for
Information Warfare and Cyber Attacks
By MAJ Tan Rui Lin, CPT Thia Shan Zhi & CPT Zech Tan

ABSTRACT
As Singapore moves towards actualising the Smart Na on vision, we must be wary of the vulnerabili es
that will emerge from becoming more inter-connected and dependent on technology. Ar ﬁcial Intelligence (AI)
provides just such a cau onary tale about not only opportuni es but also dangers of emerging dual-use
technologies. In this essay, the authors demonstrate how, in the wrong hands, AI can be used to create weapons
of Informa on Warfare (IW), e.g. ‘deep fakes’, or sophis cated malware for cyber a acks. The essay also
discusses some solu ons to this issue, including proac ve investments into AI and counter-AI technology and
exper se, learning from the private sector and foreign governments, and the importance of a Whole-of-Na on
(WoN) approach. The authors feel that in doing so, this will ensure that the peace and security of our Smart
Na on will not be disrupted.
Keywords: Whole-of-Na on; Ar ﬁcial Intelligence; Cyber A acks; Smart Na on; Informa on Warfare

INTRODUCTION
Consider Singapore a few decades in the future.
As one of the leading Smart Na ons in the world,
hyper-connec vity has come to deﬁne almost every
daily ac vity. On the roads, ﬂeets of Autonomous
Vehicles (AV) have long replaced human drivers. In the
air, swarms of drones deliver thousands of parcels
every hour. Almost every home is ﬁlled with dozens of
smart devices and sensors, from door knobs to
speakers, able to learn our preferences and automate
tasks that we once had to perform manually.
But AI has always been a dual-use technology,
and hyper-connec vity has increased the surface area
for cyber a acks. AI-powered devices also feed data
back to AI programmes, crea ng an inventory of data
that could be exploited or manipulated. Conducted
anonymously, sophis cated malware enabled by AI
crash government websites and online service portals.
Fake and inﬂammatory videos and photos of our
leaders and oﬃcials and fake news ar cles generated
by AI so ware are automa cally distributed in a
widespread manner across thousands of social
networks by an army of bots, or custom-targeted to
segments of the popula on that exhibit certain

preferences, eroding conﬁdence in the government
and military.
As the situa on deteriorates, what was
disrup ve is now outright deadly. Hacks on vital
infrastructure that rely on AI magnify the impact of a
simple cyber a ack, such as disrup ng healthcare and
energy distribu on services that result in mass
casual es. So ware vulnerabili es also turn hacked AV
and drones into weapons against pedestrians and
cri cal
infrastructure.
Explosive-laden
drones
exhibi ng swarming behaviour and pre-posi oned self
-aiming riﬂes with facial recogni on so ware are used
to assassinate poli cal and military leaders.
This essay argues that the scenario laid out
above is not just plausible, it is inevitable if we do not
take ac on soon to consider and counter the malicious
use of AI. In par cular, we explore how AI will
revolu onise IW and cyber a acks, and how these
advancements will result in the rise of malicious AI
that can be used to a ack people in the informa on
and cyber domains. We then discuss some solu ons to
the rise of malicious AI, including proac ve
investments into AI and counter-AI technology and
exper se, learning from the private sector and foreign
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governments, and the importance of a WoN approach.

Information Collection and Analysis

It would be useful to provide a working
deﬁni on of AI at this point. We broadly deﬁne AI as
computer systems that can perform tasks that
normally require human intelligence, such as visual
percep on, speech recogni on, and data synthesis
leading to autonomous decision-making.1 This requires
the system to be capable of: processing large amounts
of structured and unstructured data, conduc ng
reasoning based on the data processed, solving
complex problems as a result, and learning based on
these experiences to improve future performance.2
Clearly, AI is a technology that has the poten al to
beneﬁt people greatly, but its dual-use nature will
inevitably see its applica on in ways that undermine
the safety and security of our na on and our people.

In a world of Big Data, tools that allow users to
generate ac onable informa on from enormous
quan es of data are almost as important as the
datasets themselves. AI can provide such tools for data
mining. Indeed, one of the most promising uses of
machine learning, an approach to AI, is to analyse text,
audio, images and all types of unstructured data taken
from sources like Social Media (SM), emails and Rich
Site Summary (RSS) feeds.3 Analysts have tradi onally
ignored such data due to their sheer volume, but AI
so ware can easily si through the ‘noise’ to iden fy
valuable content, build databases, predict trends and
generate other forms of crucial, ac onable
informa on.

INFORMATION WARFARE

Wikipedia

The applica on of AI to the weapons of IW will
greatly enhance their eﬀec veness and revolu onise
how IW is waged. We explore three areas of concern:
informa on collec on and analysis, informa on
protec on, and informa on manipula on.

In fact, one of the most eﬀec ve, and disturbing
uses of AI in this regard has been in the poli cal arena.
It is widely believed that the data analy cs company
Cambridge Analy ca played a major role in United
States (US) President Donald Trump’s 2016 elec on
victory and the success of the Brexit campaign during
the United Kingdom (UK) referendum that same year,
through the use of its AI so ware that could accurately

Growth of big data's primary characteris cs of volume, velocity, and variety.
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predict and change the vo ng behaviour of targets.4
The ﬁrm iden ﬁed persuadable voters, and drew data
from sites like Facebook and Amazon to determine
their behaviour on SM, their consump on pa erns,
and their rela onships. This informa on was used to
build unique behavioural and psychographic proﬁles
for each voter, including their predicted suscep bility
to diﬀerent types of poli cal adver sements.5
AI

could

thus

revolu onise

informa on

collec on and analysis for military intelligence,
including informa on that could be used against the
SAF.6 For instance, imagine an AI programme built to
collect informa on on our personnel. The programme
could build a database of the names and faces of our
military personnel by analysing the social networks
and photos of personnel in uniform taken from SM
sites like Facebook and Instagram (IG). It could parse
data from other sources like LinkedIn and Google
search results to predict if each personnel is a Regular
or Na onal Serviceman (NSman), their service, rank,
and the nature of their work.
As

the

example

of Cambridge

Analy ca

demonstrates, such a programme could even be used
to generate a personality proﬁle for each personnel
and predict their vulnerability to diﬀerent types of
social engineering a acks and sources of
disinforma on. In other words, AI could provide our
poten al adversaries with a database of informa on
on our manpower be er than what any team of
intelligence oﬃcers could ever produce.

Information Protection
AI can also be used to undermine our eﬀorts to
protect sensi ve informa on in unexpected and
troubling ways. In par cular, AI can be used to
augment social engineering a acks. For example,
researchers have created an AI-powered spear
phishing system that can create tailored tweets
containing malicious links based on a user’s
demonstrated interests, achieving a high rate of clicks,
thus allowing it to spread rapidly.7 In the future, AI
could also be applied to chatbots and even voice and
visual spooﬁng to deceive vic ms, gain access to
secure networks, and retrieve sensi ve informa on for
malicious ends.
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AI can also be used to
undermine our eﬀorts to protect
sensi ve informa on in
unexpected and troubling ways.
Information Manipulation
As the example of spear phishing above
demonstrates, AI can be used to produce convincing
output that can deceive humans. This is no longer just
limited to texts but increasingly to audio, photos, and
even videos. For instance, there now exists AIpowered speech synthesis so ware that learns to
imitate individuals’ voices and can be used in the
future to produce audio ﬁles indis nguishable from
genuine recordings.8 This year, numerous fake
pornographic videos of famous personali es were
released on the internet. The source of this content
was a tool built on open-sourced AI so ware like
Google’s TensorFlow to paste the faces of these
personali es onto pornographic videos.9 This
disturbing episode speaks again to the malicious
poten al of AI in digital altera on to create fake yet
believable content. Most alarmingly, while the
crea on of convincing and incrimina ng audio ﬁles
and videos was once a painstaking eﬀort requiring
access to powerful computers and expensive so ware,
it can now be easily done by anyone with access to the
internet and cheap cloud compu ng services.
Unsurprisingly, some studies have predicted that by
2020, AI-driven crea on of ‘counterfeit reality’ could
outstrip the rate of AI counter-detec on measures,
resul ng in widespread digital distrust.10
AI can also be used to create customised fake
news and targeted propaganda that recipients ﬁnd
highly persuasive. In fact, this concept of using AI to
inﬂuence the masses was actualised by Cambridge
Analy ca. A er crea ng psychological proﬁles of
targeted voters, as described above, they ini ated a
highly sophis cated micro-targe ng opera on to
increase the votes for their clients. Diﬀerent voters
received diﬀerent messages based on their predicted
suscep bility to diﬀerent arguments. For instance,
voters iden ﬁed as paranoid received ads with
messages based around fear, while those iden ﬁed to
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have a conserva ve predisposi on received ads with
arguments based on tradi on and community.11 It is
not far-fetched to assume that similar AI-systems
would one day produce targeted propaganda and fake
news as part of a broader campaign of IW. In fact, a
sobering predic on has been made that by 2022, most
individuals will consume more fake news than real
news.12

AI can also be used to create
customised fake news and
targeted propaganda that
recipients ﬁnd highly persuasive.

news, Singaporeans could develop a distorted picture
of reality and lose conﬁdence in our leaders and
ins tu ons, contribu ng to a broader destabilisa on
of Singapore.

CYBER ATTACKS
Where cyber security is related, the growing
capabili es of AI will generate increasingly
sophis cated cyber threats, while the prolifera on of
AI-powered devices and systems will also magnify the
impact of a cyber a ack. In par cular, two issues are
highlighted.

New Threats Built On AI Software
We must be prepared for the inevitable
applica on of AI technologies to cyber a acks that will
siphon informa on from protected sources and
conduct other malicious ac vi es. AI, and in par cular
machine-learning algorithms and techniques, will
allow for extremely sophis cated forms of automated
hacking. This includes improved performance in the
areas of target selec on and priori sa on, evasion of
detec on, and crea ve responses to changes in the
targets’ behaviour.13 There are signs that such a

MINDEF

As the scenario in the introduc on alluded to,
we could one day see convincing synthe c audio and
video clips of our own leaders making inﬂammatory
statements or commi ng despicable acts. The
widespread distribu on of such content outside of
Singapore can be used to generate an -Singapore
sen ments and hos li es, while its distribu on in
Singapore could shape public opinion and sow the
seeds of internal discord. Combined with targeted
campaigns to spread customised propaganda and fake
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The Defence Cyber Organisa on was set up in 2017 to monitor and defend the SAF’s networks.
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development has already begun—in 2017, a cyber
security ﬁrm found malware in the systems of an
Indian client ﬁrm that used rudimentary machine
learning to observe and learn pa erns of normal user
behaviour inside the network, and adapt accordingly
to avoid detec on.14 Indeed, some 62% of informa on
-security professionals surveyed at Black Hat USA 2017
expect to see such sophis cated and weaponised AI
being used oﬀensively in 2018.15

suﬀer from a number of dis nct and novel
vulnerabili es. For instance, they could be suscep ble
to data poisoning a acks (introducing training data
that causes a learning system to make mistakes) or
adversarial examples (inputs designed to be
misclassiﬁed by machine learning systems) planted by
cyber a acks.19

In fact, in many cases such malicious so ware
will be built using open-sourced AI programmes that

the

are o en made public with benign inten ons. This

vehicles could easily be turned into weapons as

stems from the culture of AI research that is
characterised by a high degree of openness, including
the prac ce of releasing the source codes of AI
programmes. It is also a result of a par cular property

demonstrated by the numerous vehicle ramming

of AI—it lends itself to rapid diﬀusion due to the ease

emergency and crisis alert systems running on AI

of reproducing AI algorithms with suﬃcient access to
so ware and scien ﬁc ﬁndings.16 The Na onal Security
Agency (NSA) has even publicly released 32 so ware it
developed in-house, with the aims being ostensibly to
foster collabora on and innova on and strengthening

so ware to create mass panic. They could, in other

na onal security.17
As a result of the prolifera on of advanced AI
technology, and the rela ve ease and low cost of
carrying out cyber a acks, the number of state and
non-state actors who are capable of doing so against
us will greatly increase.

Magnified Impact
The second issue is that as we become more
dependent on digital systems in our daily lives, we
could poten ally suﬀer debilita ng cyber a acks. This
is par cularly so if such a acks are directed against
the cyber systems governing our cri cal na onal
infrastructure. Indeed, cyber a acks are increasingly a
tool of hybrid warfare, which has become more
widespread in recent years. For instance, the 2007
cyber a acks on Estonia have been widely a ributed
to Russia and resulted in, amongst other things, major
disrup ons to its banking, news and even government
email services following massive Distributed Denial of
Services (DDOS) a acks.18
But in addi on to tradi onal so ware
vulnerabili es, autonomous systems that use AI could

Should

hos le

agents successfully exploit

vulnerabili es in civilian infrastructure that u lise AI,
results

could be catastrophic. AI-powered

commercial and personal drones and autonomous

terror a acks seen recently. They could use smart air
or urban traﬃc management systems to cause massive
accidents and disrup ons. They could disrupt

words, turn the backbone of our smart na on into
weapons against our people.
We also need to consider the possibility that law
enforcement and military agencies will begin using
fully autonomous weapon systems powered by AI
so ware and the magniﬁed impact of a cyber a ack
on these systems. This is not a far-fetched no on—
South Korea for instance has deployed sentry guns
capable of ﬁring autonomously in the demilitarised
zone since 2010.20 While such systems have clear
beneﬁts—manpower savings and faster response me
for instance—they carry a far greater degree of risk
than systems with humans in the loop. Without
humans who can act as a failsafe, hacked systems
might engage inappropriate targets un l they are
disabled or destroyed. Worse s ll would be a case of a
systemic failure, possibly caused by a hack or an
inten onal design ﬂaw, that would see a large number
of weapons fail simultaneously on an otherwise
implausible scale. The result could be mass fratricide,
catastrophic levels of civilian
unintended escala on in a crisis.21

casual es,

and

SOLUTIONS
Given the immensity of the threat that AI can
pose to the security of our na on and people, and the
urgency of the situa on given the rate at which AI
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technology is advancing, we propose three broad
solu ons for MINDEF and the SAF.

First, MINDEF and the SAF should con nue to
work with our partners in the Defence Technology
Community (DTC) and other external agencies and
companies to proac vely invest in and develop AI
technologies and exper se in this emerging ﬁeld.22
Most pressing are defensive or dual-use AI
technologies that will defend against their oﬀensive
counterparts. In the cyber domain for instance, most
cyber security experts expect the rise of oﬀensive AIpowered cyber a acks to be met with AI-powered
smart cyber defences that can help human security
teams keep up.23 In fact, there should soon be
numerous commercial solu ons in this ﬁeld. Thales for
example has developed AI tools for cyber protec on of
cri cal infrastructure, which are currently in use by the
French postal service, and being evaluated by the
French NSA.24 In a similar vein, perhaps one of the best
methods to counter hos le drone swarms is with
counter-swarms. In this case, the likely victor will be
the side with the best AI algorithms to enable be er
co-ordina on and faster reac on mes.25
In addi on, resources should also be poured
into counter-AI technologies. As noted above, AI
so ware have unique vulnerabili es that counter-AI
so ware can exploit, through means like data
poisoning a acks and adversarial examples. We should
invest in these technologies not just as a retaliatory
tool that can be used against hos le AIs, but also to
be er understand the weaknesses of our own AI
so ware so that the necessary patches can be applied.

Wikipedia

Proactive Investment in AI
Technologies and Expertise

A representa on of the Internet of things (IoT).
Of course, we are not alone in worrying about
the disrup ve poten al of AI for na onal security.
Hence, a useful star ng point for any discussion would
be exis ng studies on this issue. For instance, under
the Obama administra on the US Na onal Science and
Technology Council (NSTC) produced a report on the
future of AI, while in February 2018, dozens of experts
from various organisa ons released a report on the
malicious uses of AI and measures to mi gate them.27
We should also consider sending representa ves to
top interna onal forums such as the biannual
Interna onal Joint Conference on Ar ﬁcial Intelligence
(IJCAI)

and

the

annual

Associa on

for

the

Advancement of Ar ﬁcial Intelligence conferences
(AAAI) to learn about the most recent developments in
this ﬁeld and their implica ons for MINDEF and the
SAF.

Learn from Private Sector and Foreign
Whole-of-Nation Approach
Countries
MINDEF and the SAF should also con nue to
build up both local exper se in this area and develop
useful rela onships with foreign companies and
counterpart agencies to share data and exper se. On
that note, just as how MINDEF recently ran a
hackathon to iden fy vulnerabili es in its internetfacing systems and an Internet-of-Things (IoT)
challenge, it could also conduct similar events to
explore the applica on of AI in the security realm and
iden fy local talent in this area.26

What is clear is that the solu ons to this
impending threat cannot emerge solely from within
the defence ecosystem. With Singapore’s push
towards becoming a Smart Na on, the en re country’s
infrastructure and popula on will become even more
vulnerable to malicious uses of AI. MINDEF and the
SAF cannot be the only agencies, or even the lead
agencies, to counter these possible scenarios. It might
also be useful for MINDEF/SAF to work with the
Ministry of Foreign Aﬀairs (MFA) and other relevant
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agencies to develop a consistent stance on the
applica on of AI to the security realm. It is very likely
that we will see interna onal trea es regula ng the
use of AI, especially for oﬀensive purposes, in the near
future. In August 2017 for instance, some 116 leaders
in the ﬁelds of robo cs and AI, such as Elon Musk, cosigned a le er urging the United Na ons (UN) to
address the development of lethal autonomous
weapons and implemen ng an interna onal ban on
their use.28 Singapore should look to develop and
adopt a consistent approach, on both the local and
interna onal stage, on this ma er.
Furthermore, it must be recognised that the
best minds in AI and other computer science related
ﬁelds do not inhabit the halls of the public service or
even universi es—in most developed countries they
have ﬂocked en masse to the private sector.29
As such, a WoN commi ee must be stood up
when required, with the requisite experts and public
servants from across the Singapore public service, but
also with a new public-private partnership model. The
US, for example, is exploring ins tu onal links
between federal agencies and the private sector, but
more work needs to be done to strengthen this
model.30 The Singaporean public service needs to start
its outreach to the private sector, both within
Singapore and interna onally, and iden fy willing and
capable partners. To emphasise the importance of this
public-private partnership, perhaps a leader from the
private sector could co-chair the commi ee alongside
a senior civil servant.
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CONCLUSION
As Singapore moves towards actualising the
Smart Na on vision, we must be wary of the
vulnerabili es that will emerge from becoming more
inter-connected and dependent on technology. AI
provides just such a cau onary tale about
opportuni es but also dangers of emerging dual-use
technologies. In the wrong hands, it will become a tool
for hos le par es to a ack us in the cyber and
informa on domains.

As Singapore moves towards
actualising the Smart Na on
vision, we must be wary of the
vulnerabili es that will emerge
from becoming more
inter-connected and dependent
on technology.
Various governments and agencies around the
world have come to recognise the security threats that
AI presents, and have begun making moves to counter
them. Singapore cannot fall behind. We need to invest
in AI technologies and exper se proac vely, learn
from the private sector and foreign partners, and work
towards a WoN approach. Doing so will ensure that
the peace and security of our Smart Na on will not be
disrupted.

BIBLIOGRAPHY
Alexander Velez-Green, “The South Korean Sentry—A “Killer Robot” to Prevent War,” Lawfare, March 1, 2015.
h ps://www.lawfareblog.com/foreign-policy-essay-south-korean-sentry—-killer-robot-prevent-war
Berit Anderson and Bre Horvath, “The Rise of the Weaponized AI Propaganda Machine,” Medium, February 13,
2017. h ps://medium.com/join-scout/the-rise-of-the-weaponized-ai-propaganda-machine-86dac61668b
Cheryl Pellerin, “Cybercom Commander: Public-Private Partnerships Needed for Cybersecurity,” Department of
Defense News, November 16, 2016. h ps://www.defense.gov/News/Ar cle/Ar cle/1006807/cybercomcommander-public-private-partnerships-needed-for-cybersecurity/
Cummings, M.L., “Ar ﬁcial Intelligence and the Future of Warfare,” Interna onal Security Department and US
and the Americas Programm, Jan, 2017.

The Age of Ultron: Implications of Malicious Artificial Intelligence for Information Warfare and Cyber Attacks

59

Future of Life Ins tute, “Killer robots: World’s top AI and robo cs companies urge United Na ons to ban lethal
autonomous weapons,” August 20, 2017. h ps://futureoﬂife.org/2017/08/20/killer-robots-worlds-top-airobo cs-companies-urge-united-na ons-ban-lethal-autonomous-weapons/
GitHub, “deepfakes/faceswap,” h ps://github.com/deepfakes/faceswap
Ian Sample, “Big tech ﬁrms' AI hiring frenzy leads to brain drain at UK universi es,” The Guardian, November 02,
2017. h ps://www.theguardian.com/science/2017/nov/02/big-tech-ﬁrms-google-ai-hiring-frenzy-brain-drain-uk
-universi es
James Ovenden, “Machine Learning Is Making Unstructured Data Accessible,” Innova on Enterprise. h ps://
channels.theinnova onenterprise.com/ar cles/machine-learning-is-making-unstructured-data-accessible
James Vincent, “AI tools will make it easy to create fake porn of just about anybody,” The Verge, December 12,
2017. h ps://www.theverge.com/2017/12/12/16766596/ai-fake-porn-celebri es-machine-learning
John Seymour and Philip Tully, “Weaponizing data science for social engineering: Automated E2E spear phishing
on Twi er,” 7. h ps://www.blackhat.com/docs/us-16/materials/us-16-Seymour-Tully-Weaponizing-DataScience-For-Social-Engineering-Automated-E2E-Spear-Phishing-On-Twi er-wp.pdf
Kasey Pane a, “Gartner Top Strategic Predic ons for 2018 and Beyond,” Gartner, October 3, 2017. h ps://
www.gartner.com/smarterwithgartner/gartner-top-strategic-predic ons-for-2018-and-beyond/
Miles Brundage et. al, “The Malicious Use of Ar ﬁcial Intelligence: Forecas ng, Preven on, and Mi ga on,”
February 20 2018.
Na onal Science and Technology Council (NSTC), “Preparing for the Future of Ar ﬁcial Intelligence,” October 12,
2016.
h ps://obamawhitehouse.archives.gov/sites/default/ﬁles/whitehouse_ﬁles/microsites/ostp/NSTC/
preparing_for_the_future_of_ai.pdf
Na onal Security Agency, “Open Source So ware Releases”. h ps://www.nsa.gov/what-we-do/research/
technology-transfer/assets/ﬁles/oss_booklet.pdf
Paul Scharre, “Autonomous Weapons and Opera onal Risk,” Ethical Autonomy Project, February, 2016.
Paul Scharre, “Counter-Swarm: A Guide to Defea ng Robo c Swarms,” War on the Rocks, March 31, 2015.
h ps://warontherocks.com/2015/03/counter-swarm-a-guide-to-defea ng-robo c-swarms/
Stefan van Duin & Naser Bakhshi, “Ar ﬁcial Intelligence Deﬁned,” Deloi e, March 28, 2017, h ps://
www2.deloi e.com/nl/nl/pages/data-analy cs/ar cles/part-1-ar ﬁcial-intelligence-deﬁned.html
Steven Norton, “Era of AI-Powered Cybera acks Has Started,” Wall Street Journal, November 15, 2017. h ps://
blogs.wsj.com/cio/2017/11/15/ar ﬁcial-intelligence-transforms-hacker-arsenal/
Thales, “Leveraging Ar ﬁcial Intelligence To Maximize Cri cal Infrastructure Cybersecurity,” January 22, 2018.
h ps://www.thalesgroup.com/en/worldwide/security/magazine/leveraging-ar ﬁcial-intelligence-maximizecri cal-infrastructure
The Cylance Team “Black Hat A endees See AI as Double-Edged Sword”, August 01, 2017. h ps://
www.cylance.com/en_us/blog/black-hat-a endees-see-ai-as-double-edged-sword.html
The Economist, “A Cyber-Riot,” May 10, 2007. h p://www.economist.com/node/916359
The Straits Times, “MIMDEF to invite hackers to break into its Internet-connected systems to detect
weaknesses,” December 12, 2017. h p://www.straits mes.com/singapore/defence-ministry-to-invite-300hackers-to-hack-its-internet-connected-systems
UP Singapore, “MINDEF IOT Challenge”. h p://www.upsingapore.com/events/mindef-iot-challenge/
Vyacheslav W Polonski, “How ar ﬁcial intelligence conquered democracy,” Independent, August 15, 2017.
h p://www.independent.co.uk/news/long_reads/ar ﬁcial-intelligence-democracy-elec ons-trump-brexitclinton-a7883911.html

The Age of Ultron: Implications of Malicious Artificial Intelligence for Information Warfare and Cyber Attacks

60

ENDNOTES
1.

Cummings, M.L., “Ar ﬁcial Intelligence and the Future of Warfare,” Interna onal Security Department and
US and the Americas Programme (Jan 2017): 2.

2.

Stefan van Duin & Naser Bakhshi, “Ar ﬁcial Intelligence Deﬁned,” Deloi e, March 28, 2017, h ps://
www2.deloi e.com/nl/nl/pages/data-analy cs/ar cles/part-1-ar ﬁcial-intelligence-deﬁned.html

3.

James Ovenden, “Machine Learning Is Making Unstructured Data Accessible,” Innova on Enterprise.
h ps://channels.theinnova onenterprise.com/ar cles/machine-learning-is-making-unstructured-dataaccessible

4.

Berit Anderson and Bre Horvath, “The Rise of the Weaponized AI Propaganda Machine,” Medium,
February 13, 2017. h ps://medium.com/join-scout/the-rise-of-the-weaponized-ai-propaganda-machine86dac61668b

5.

Vyacheslav W Polonski, “How ar ﬁcial intelligence conquered democracy,” Independent, August 15, 2017.
h p://www.independent.co.uk/news/long_reads/ar ﬁcial-intelligence-democracy-elec ons-trump-brexit
-clinton-a7883911.html

6.

Indeed, it should come as no surprise that the intelligence agencies of many countries are developing such
technologies. The CIA for instance is developing AI programmes to si through social media data and
other publicly available records and collect useful data. See h ps://futurism.com/how-the-cia-is-usingar ﬁcial-intelligence-to-collect-social-media-data/

7.

John Seymour and Philip Tully, “Weaponizing data science for social engineering: Automated E2E spear
phishing on Twi er,” 7. h ps://www.blackhat.com/docs/us-16/materials/us-16-Seymour-TullyWeaponizing-Data-Science-For-Social-Engineering-Automated-E2E-Spear-Phishing-On-Twi er-wp.pdf

8.

See for instance the Lybird AI so ware at h ps://lyrebird.ai/

9.

James Vincent, “AI tools will make it easy to create fake porn of just about anybody,” The Verge,
December 12, 2017. h ps://www.theverge.com/2017/12/12/16766596/ai-fake-porn-celebri es-machinelearning

10.

Kasey Pane a, “Gartner Top Strategic Predic ons for 2018 and Beyond,” Gartner, October 3, 2017.
h ps://www.gartner.com/smarterwithgartner/gartner-top-strategic-predic ons-for-2018-and-beyond/

11.

Vyacheslav W Polonski, “How ar ﬁcial intelligence conquered democracy,” Independent, August 15, 2017.

12.

Kasey Pane a, “Gartner Top Strategic Predic ons for 2018 and Beyond,” Gartner, October 3, 2017.

13.

Miles Brundage et. al, “The Malicious Use of Ar ﬁcial Intelligence: Forecas ng, Preven on, and
Mi ga on,” February 20 2018, 25.

14.

Steven Norton, “Era of AI-Powered Cybera acks Has Started,” Wall Street Journal, November 15, 2017.
h ps://blogs.wsj.com/cio/2017/11/15/ar ﬁcial-intelligence-transforms-hacker-arsenal/

15.

The Cylance Team “Black Hat A endees See AI as Double-Edged Sword”, August 01, 2017. h ps://
www.cylance.com/en_us/blog/black-hat-a endees-see-ai-as-double-edged-sword.html

16.

Miles Brundage et. al, “The Malicious Use of Ar ﬁcial Intelligence: Forecas ng, Preven on, and
Mi ga on,” February 20 2018, 17.

17.

Na onal Security Agency, “Open Source So ware Releases”, 1. h ps://www.nsa.gov/what-we-do/
research/technology-transfer/assets/ﬁles/oss_booklet.pdf

18.

The Economist, “A Cyber-Riot,” May 10, 2007. h p://www.economist.com/node/916359

19.

Miles Brundage et. al, “The Malicious Use of Ar ﬁcial Intelligence: Forecas ng, Preven on, and
Mi ga on,” February 20 2018, 17.

20.

Alexander Velez-Green, “The South Korean Sentry—A “Killer Robot” to Prevent War,” Lawfare, March 1,
2015. h ps://www.lawfareblog.com/foreign-policy-essay-south-korean-sentry—-killer-robot-prevent-war

The Age of Ultron: Implications of Malicious Artificial Intelligence for Information Warfare and Cyber Attacks

61

21.

Paul Scharre, “Autonomous Weapons and Opera onal Risk,” Ethical Autonomy Project, February, 2016.

22.

At the opening ceremony of the inaugural Singapore Defence Technology Summit 2018, Minister for
Defence, Dr Ng Eng Hen stated that the SAF had begun its journey into the employment of AI, with the use
of Unmanned Watch Towers which combine inputs from a range of sensors, u lise machine learning to
improve their ability to detect and iden fy threats, and cue opera onal responses. These augment the
soldiers' func ons. h ps://www.mindef.gov.sg/web/portal/mindef/news-and-events/latest-releases/
ar cle-detail/2018/june/27jun18_speech

23.

The Cylance Team “Black Hat A endees See AI as Double-Edged Sword”, August 01, 2017.

24.

Thales, “Leveraging Ar ﬁcial Intelligence To Maximize Cri cal Infrastructure Cybersecurity,” January 22,
2018. h ps://www.thalesgroup.com/en/worldwide/security/magazine/leveraging-ar ﬁcial-intelligencemaximize-cri cal-infrastructure

25.

Paul Scharre, “Counter-Swarm: A Guide to Defea ng Robo c Swarms,” War on the Rocks, March 31, 2015.
h ps://warontherocks.com/2015/03/counter-swarm-a-guide-to-defea ng-robo c-swarms/

26.

The Straits Times, “MIMDEF to invite hackers to break into its Internet-connected systems to detect
weaknesses,” December 12, 2017. h p://www.straits mes.com/singapore/defence-ministry-to-invite-300
-hackers-to-hack-its-internet-connected-systems
UP Singapore, “MINDEF IOT Challenge”. h p://www.upsingapore.com/events/mindef-iot-challenge/

27.

Na onal Science and Technology Council (NSTC), “Preparing for the Future of Ar ﬁcial Intelligence,”
October
12,
2016.
h ps://obamawhitehouse.archives.gov/sites/default/ﬁles/whitehouse_ﬁles/
microsites/ostp/NSTC/preparing_for_the_future_of_ai.pdf

28.

Miles Brundage et. al, “The Malicious Use of Ar ﬁcial Intelligence: Forecas ng, Preven on, and
Mi ga on,” February 20 2018.

29.

Ian Sample, “Big tech ﬁrms' AI hiring frenzy leads to brain drain at UK universi es,” The Guardian,
November 02, 2017. h ps://www.theguardian.com/science/2017/nov/02/big-tech-ﬁrms-google-ai-hiringfrenzy-brain-drain-uk-universi es

30.

Cheryl Pellerin, “Cybercom Commander: Public-Private Partnerships Needed for Cybersecurity,”
Department of Defense News, November 16, 2016. h ps://www.defense.gov/News/Ar cle/
Ar cle/1006807/cybercom-commander-public-private-partnerships-needed-for-cybersecurity/

The Age of Ultron: Implications of Malicious Artificial Intelligence for Information Warfare and Cyber Attacks

62

CPT Thia Shan Zhi is a naval oﬃcer and a submariner, and is the Opera ons
Oﬃcer of RSS Conqueror, a Challenger-class submarine. In 2015, CPT Thia
graduated Magna Cum Laude from Tu s University with a Bachelor of Arts in
History.

CPT Zech Tan graduated with a Bachelor of Arts in Economics and Poli cal
Science from the University of Pennsylvania and a Master of Arts in East Asian
Studies from Harvard University. He is a Ground Based Air Defence Oﬃcer by
voca on and was previously a Detachment Commander in 160 SQN. CPT Tan is
currently the Staﬀ Assistant to the Chief of Air Force.

MAJ Tan Rui Lin is currently serving as a Branch Head in Manpower Division. He graduated from the
University of Illnois at Urbana-Champaign with a Bachelor of Science in Nuclear, Plasma, and Radiological
Engineering and from Stanford University with a Master of Science in Management Science and
Engineering.

63

Anarchy, Blockchain, and the Cyber Security Dilemma

Anarchy, Blockchain, and the Cyber
Security Dilemma: Blockchain Technology
as a Scalable, Security-By-Design Solution
Optimised For Small States
By LTA Paul Keh Sze Keat

ABSTRACT
In the current 21st century, alongside the rapid advancement of technology, computer technology has
been improving and advancing. In this essay, the author analyses the current paradigm of cyber security in the
view of Interna onal Rela ons (IR) as well as the concept of ‘cyber security dilemma’ and its diﬀerent
characteris cs of blockchain technology for smaller states.1 The author provides a concise background of cyber
security dilemma, followed by an elabora on on the competencies and capabili es of blockchain technology and
how it helps in cyber security and electronic communica ons in a smaller state. The author then provides an
evalua on on the strengths and weaknesses of blockchain technology for small states. He concludes with the
analysis into the possible uses of blockchain technology to further enhance cyber security for the SAF and
Singapore.
Keywords: Cyber Security; Cryptography; Blockchain; Technology; Interna onal Rela ons

INTRODUCTION
The 2007 cyber a ack on Estonia was a
watershed for the ﬂedgling cyber ﬁeld of the mid2000s—amidst growing op mism about the
transforma ve poten al of network technologies in
modern economies, the a acks le many in security
circles wondering what the future of cyber security
would be. For some, the a ack demonstrated the
inherent weaknesses of having a highly wired
economy, and Estonia’s misfortune was merely a
reﬂec on of conven onal realist wisdom about the
anarchic nature of the interna onal system.2 12 years
later, however, Estonia has changed the game in cyber
security as a North Atlan c Treaty Organisa on
(NATO) lead in cyber defence, and few would take
Estonia’s cyber developments as a threat to the
security of other states.3 Estonia’s impressive
turnaround from its experience in 2007 despite its
status as a small state begs the ques on: if li le has
changed about the tradi onal standards of power
(economically, militarily, popula on-wise, etc.) of
Estonia vis-a-vis its poten al adversaries, then what
has? The answer likely lies in a slew of changes made

in regard to Estonian cyber security in the a ermath of
the a ack, an important one of which is the adop on
of blockchain technology in securing informa on and
access control across government services and cri cal
infrastructure.4 While most interna onal a en on on
blockchain technology has been focused on its
applica ons in Financial Technology (‘FinTech’), there
remains much untapped poten al for such technology
to revolu onise cyber security in informa on
socie es.5 This comes with possible implica ons for
inter-state security rela ons and the concept of the
‘cyber security dilemma.’6 Blockchain technology may
help mi gate the cyber security dilemma in the
interna onal system by presen ng signiﬁcant
improvements in baseline defence over exis ng
op ons, and may provide unique advantages for small
states over that of larger ones, with possible
implica ons for the cyber security dilemma.
The author discuss the current paradigm of
cyber security in IR, the concept of ‘cyber security
dilemma’ and how the unique and disrup ve
characteris cs of blockchain technology may be useful
in mi ga ng the dilemma, especially for smaller
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states.7 The ensuing discussion will cover the
following: (1) a background of the cyber security
dilemma, (2) a primer on blockchain technology and its
technical capabili es, (3) a case study of Estonian use
of blockchain technology in cyber security and egovernance, (4) an evalua on of the possible macroimpacts it may have on the current paradigm of cyber
security within interna onal rela ons, and (5) the
possible applica ons in Singapore and within the SAF.

THE CONTEMPORARY NETWORK
SECURITY PARADIGM AND THE
CYBER SECURITY DILEMMA
With the growing ubiquity of the internet and
high technology in daily life, it is a foregone conclusion
that con nued economic success and a high quality of
life can only be a ained through the proper
func oning, and development, of Informa on and
Communica on Technology (ICT). In a globalised world
where en re industries, essen al public services, and
everyday ac vi es increasingly depend on reliable
access to wireless communica on and digital data,
network security has quickly ascended in importance
within na onal security agendas worldwide. Likewise,
the value of cyber opera ons by states against other
states has also grown, and for good reason—cyber
opera ons allow the a acker to ‘cause, from a
distance and with minimum resources, considerable
damage.’8 Exploita on of virtual systems today can
have real and very serious consequences for the
targets of such a acks. Economic mo ves and the
reliance of cri cal infrastructure on Informa on
Systems (IS) have also similarly encouraged the rise of
cyber crime and cyber terrorism respec vely, although
the line between them frequently blurs.9 Together,
these cons tute three major areas of focus within
cyber security, all of which compel a state to respond
in protec on of these networks which make ac vi es
of daily life possible.
Within the rela vely new literature about cyber
security in the context of interna onal security is the
concept of the ‘cyber security dilemma’, proposed by
Professor Ben Buchanan from Georgetown University.
Building upon the idea of the classic security dilemma
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in his book, The Cybersecurity Dilemma, Buchanan
suggests that not only does the security dilemma apply
to the ﬁeld of cyber security, but that the dilemma is in
fact exacerbated by peculiar characteris cs of cyber
security measures, as well as the shortcomings of
tradi onal mi ga on strategies in such contexts.10 In a
nutshell, the growing importance of cyber security
within IR places pressure on states to ﬁnd nontradi onal solu ons for mi ga ng the challenge:
failure to do so could risk pi ng states against each
other in a cyber security arms race.

With the growing ubiquity of
the internet and high technology
in daily life, it is a foregone
conclusion that con nued
economic success and a high
quality of life can only be
a ained through the proper
func oning, and development,
of Informa on and
Communica on Technology.
Despite the obvious diﬃcul es brought about by
the cyber security dilemma, states, both small and
large, nevertheless have op ons to increase their
cyber security whilst minimising the risk of escala on,
and central to this is the improvement of baseline
defence.11 To this end, Professor Buchanan points out
that ‘without this founda on, real progress on the
cyber security dilemma is impossible.’12 From a cyber
security perspec ve, the proper implementa on of
robust baseline defences can help limit network
inﬁltra on to only the most sophis cated of intruders,
and thereby aiding crisis management by allowing
cyber defenders to focus on those penetra ons, which
might prove credible threats to na onal IS.13 From the
perspec ve of the cyber security dilemma, however,
baseline defences are a necessary but ul mately
insuﬃcient condi on for holis c cyber defence
because the oﬀence-defence balance is s ll heavily
lted in favour of the oﬀence.14 Solving this problem
of baseline defence requires a paradigm shi towards
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IS and cyber networks with the poten al to reverse
this oﬀence-defence balance, and this is where
blockchain technology is a poten al game changer.

DATA SECURITY 2.0: BLOCKCHAIN
TECHNOLOGY AS A CYBER SECURITY
GAME CHANGER
Although blockchain technology has a number
of diﬀerent manifesta ons, at its most fundamental it
is a distributed, digital ledger where virtually anything
of value can be recorded immutably and linked to
previously stored data by a cryptographic func on.15
There are two basic features to a blockchain
applica on, namely (1) a distributed system of data
recording and storage nodes which together update
the ledger (‘chain’) by a consensus mechanism, (2)
encrypt-able data ‘block’ which are ed sequen ally to
each other as well as the previous ledger entry, and
stamped by a cryptographic ‘hash’ func on.16 While
there may be numerous other features in diﬀerent
blockchains, these two basic characteris cs of
blockchains mean that all blockchain applica ons have
the quali es of conﬁden ality, integrity, and
availability, all of which are central tenets of
informa on security.

Confidentiality
Conﬁden ality, within the ambit of informa on
security, refers the to the property of securing
informa on from being accessed by unauthorised
par es.17 This is important because it allows for the
safe and private handling of data in mo on and at rest.
While not all blockchains may be designed for
conﬁden ality, data stored within a blockchain can be
made conﬁden al through the use of cryptographic
tools, of which the most common species are
asymmetric cryptography, o en in conjunc on with a

Public Key Infrastructure (PKI).18 In brief, these
cryptographic tools ensure that even though a user’s
data may be stored on a blockchain which is available
for all other nodes to view, only the user with access
to the speciﬁc private cryptographic key is able to view
the content of the encrypted data, or that the original
data cannot be reverse-engineered from the stored
hash func on.19 The conﬁden ality of data within the
blockchain can also be further enhanced if the
blockchain is made accessible only to veriﬁed users,
such as in a private blockchain (as opposed to public
blockchains, like BitCoin).20

Integrity
Integrity refers to access to authen c
informa on, free from tampering or altera on.21 This
is integral to informa on security because it allows for
users of informa on to trust the validity of the data
they are accessing.
Blockchains are able to ensure the integrity of
stored data because all interac ons with the
blockchain infrastructure are immutable and stored
across all decentralised nodes.22 In a nutshell, because
all data stored within the blockchain is ed to the
earlier entry in the ledger and are stamped with a
cryptographic hash func on, it is impossible to alter an
earlier entry in the blockchain without resul ng in a
complete and traceable change to the hash func ons
of all subsequent entries.23 Figure 1 illustrates this
concept.

Availability
Lastly, availability refers to the ability for
authorised par es to access informa on that they
have the rights to view.24 This is key because the denial
of such informa on to authorised par es defeats the
purpose of keeping such informa on on data
pla orms in the ﬁrst place.

Figure 1: Tying of each block to the previous block by hash func ons means that any a empt to alter data
within a block changes all subsequent hash values.
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DDoS Stacheldraht a ack diagram.
Because the decentralised ledger of a blockchain
is distributed across all par cipa ng peer nodes via a
consensus mechanism (all nodes agree to update the
same blocks to their ledger), there is no single point of
failure for stored data as the ledger con nues to be
accessible as long as at least one node remains
func onal—stored data is eﬀec vely backed-up in real
me and can be quickly restored.25 This
overprovisioning of storage and processing nodes also

makes the blockchain IS resistant to Distributed Denial
-of Service A ack (DDoS) disrup ons, since the
a acker would need to disrupt a signiﬁcant propor on
of nodes to prevent the consensus mechanism from
upda ng the ledger.26
Fundamentally, the diﬀerences between
blockchain technology and current measures of
baseline defence are informed by diﬀerent models and
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assump ons of what the security environment of an IS
should be like. Exis ng op ons for baseline defence,
such as perimeter defence (ﬁrewalls), scans (an -virus,
hash matching and network monitoring), and humandirected hun ng, are based on the same security
assump ons as the Advanced Research Projects
Agency Networks (ARPANET), the progenitor of the
modern cyber network: that users can be trusted, and
that untrustworthy actors can be excluded via access
controls.27 Blockchain technology, in contrast, is based
on the opposite assump on—that par cipants cannot
be trusted, and hence transac ons and interac ons
cannot be facilitated by trust, but instead solely by
mathema cal and cryptographic proofs.28 In this way,
blockchain technology as a security-by-design system
oﬀers three signiﬁcant advantages over exis ng
baseline defence op ons for cyber security. Firstly, the
immutability of stored data and the use of strong
encryp on tools within the blockchain prevents
penetrators from tampering with or accessing data
even if they are successful in intruding into a protected
network. Secondly, the use of a decentralised ledger
eﬀec vely backed-up against a system of nodes
prevents an adversary from easily disrup ng network
opera ons through DDoS a acks (because there is no
single point of failure). Lastly, any a empts by a
network penetrator to modify the blockchain will be
recorded permanently, making it easier for cyber
defenders to detect cyber opera ons against the
network and to perform cyber forensics for
a ribu on.
Nevertheless, blockchain technology within the
context of baseline cyber security does have its
limita ons. For instance, it does not necessarily
provide defence against exploits which might target an
IS hardware or core processes. Hence, while a
blockchain system may prevent a hacker from
accessing and exﬁltra ng conﬁden al informa on
(data stored within the applica on layer), it would not
prevent ransomware exploits like NotPetya from
propaga ng and ‘bricking’ nodes within the network
(EternalBlue exploits a core windows process to
propagate, and targets the master boot record,
another core system).29 Secondly, blockchain’s reliance
on strong encryp on tools like an asymmetric
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encryp on to verify users and grant access does not
prevent the possibility of future access by would-be
adversaries with more advanced technology, such as
quantum computers which could theore cally break
such encryp on. In addi on, the immutability of data
within the blockchain could theore cally limit op ons
for data recovery should malicious transac ons be
introduced into the ledger.30
Seen together, although the applica on of
blockchain technology within the context of baseline
cyber security defences has its shortcomings, it may
very well contribute to shi away from oﬀence
towards defence, thereby helping to mi gate the
cyber security dilemma when appropriately applied.
Blockchain technology’s unique characteris cs in
securing data, controlling access, and increasing
network resilience to disrup on may help to narrow
the op ons available for oﬀensive cyber opera ons,
thereby allowing cyber defenders to focus on a smaller
array of threats and thereby increase the state’s cyber
security without threatening the security of its
poten al adversaries.

CASE
STUDY:
ESTONIA
AS
A
FORERUNNER IN BLOCKCHAIN-BASED
CYBER SECURITY
Estonia is undoubtedly the world leader in the
use of blockchain technology for e-governance and
cyber security. Estonia’s eﬀort to incorporate scalable
blockchain technology for its governmental services
began in earnest in the a ermath of a twenty-two day
cyber a ack campaign against the country in 2007.31
Estonia’s blockchain system, the Keyless Signature
Infrastructure (KSI) blockchain operated by the
Estonian company Guard me, is at the centre of the
country’s approach to safeguarding the integrity of
government and ci zen data, and it makes use of an
advanced blockchain technology based primarily on
cryptographic hashes rather than public-private key
cryptography.32 Estonia’s use of its KSI blockchain as a
means of baseline cyber defence is revolu onary
because of its successful integra on into many
Estonian governmental services, including its business
and property registries, healthcare records, its digital
court system, with more integra on planned in the
areas of defence, smart grids, and data embassies.33
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The KSI blockchain helps Estonian government
agencies secure its data-at-rest via the country’s
interoperability pla orm, X-Road, thereby preven ng
conﬁden al government data from being accessed,
tampered with, or destroyed by malicious actors.34 The
KSI block chain is also resilient against quantumcomputa onal a acks because the blockchain relies
on cryptographic hash func ons which are strictly
unidirec onal and hence cannot be reverse
engineered without special informa on.35

EVALUATION: IMPLICATIONS FOR THE
CYBER SECURITY DILEMMA, UNIQUE
OPPORTUNITIES FOR SMALL STATES
Blockchain technology appears to provide a
poten al solu on for mi ga ng the cyber security
dilemma by proﬀering signiﬁcant advantages over
current measures in baseline cyber defences. In
evalua ng the poten al impact this may have on the
cyber security dilemma, it is important to discuss the
feasibility of such blockchain solu ons for states in the
interna onal system more generally. While there is
limited literature on the feasibility for the widespread
adop on of blockchain technology as a means of
improving
baseline
defences,
the
unique
characteris cs of such technology as a game-changer
in network security may oﬀer some insight into the
likelihood of such a phenomenon.

Blockchain technology appears
to provide a poten al solu on
for mi ga ng the cyber security
dilemma by proﬀering
signiﬁcant advantages over
current measures in baseline
cyber defences.
First, it is important to recognise that the
implementa on of blockchain technology as a means
of baseline defence requires signiﬁcant co-ordina on
within governments in the absence of an easily
available market-based solu on. Governments and
na onal economies produce large amounts of data
every day, and as the use of technology con nues to
increase in daily life through advancements in Internet
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of Things (IoT) and usable Ar ﬁcial Intelligence (AI),
the a ack surface to be protected by baseline
defences will con nue to grow. These characteris cs
seem to suggest that in the absence of easily available
commercial solu ons, larger countries and popula ons
may have greater diﬃculty in achieving widespread
implementa on of blockchain technology as a baseline
cyber defence as compared to smaller states, which
are generally easier to govern owing to shorter
communica on and implementa on links between
and within government agencies and na onal
industries. This observa on mirrors general trends
between larger and smaller states with respect to
technological change—while larger states may have
more resources to pool together for technological
development, smaller states are usually more agile in
adap ng to technological change and innova on.36
These diﬀerences between smaller and larger
countries within the context of blockchain technology
and the cyber security dilemma suggest two
implica ons that this emerging technology may have
on interna onal rela ons. Firstly, blockchain
technology as a scalable cyber security solu on may
receive greater and faster uptake within small
countries, thereby reducing the cyber security
dilemma for them. Consistent with the logic that a
shi in the oﬀence-defence balance towards defence
decreases the propensity for a security dilemma, this
quicker uptake in non-threatening network security
provided by blockchain technology among small states
helps them mi gate the cyber security dilemma versus
other small states. Secondly, the poten ally slower
government wide uptake of blockchain-based cyber
security solu ons among larger countries may lead to
the persistence of a cyber security dilemma for larger
states at levels not present between smaller states. As
Professor Buchanan points out, strong states are likely
to increase their dependence on computer networks
as they grow, further expanding the already large
a ack surface.37 If strong states fear asymmetric
threats from smaller states, then the rela ve increase
in network security for smaller states vis-a-vis larger
states may increase fear among strong states, even if
the rela ve increase is due to improvements in
baseline defences. If larger states ﬁnd it harder to
penetrate the networks of smaller states for credible

69

Anarchy, Blockchain, and the Cyber Security Dilemma

threat intelligence as a result of blockchain technology
based cyber security solu ons, larger states may have
more reason to fear asymmetric cyber threats from
small states. Seen together, it is evident that
blockchain-based cyber security may have signiﬁcant
implica ons for the cyber security dilemma, and there
is room for further research into how strong states
might respond, and how small states can credibly
signal their inten ons.

POTENTIAL APPLICATIONS IN
SINGAPORE AND THE SAF
Blockchain’s advantage in securing access to
data and ensuring data integrity could be realised in
Singapore, both through a bigger picture, a whole-ofgovernment strategy towards cyber security, as well as
in more speciﬁc sectors like defence and the SAF. From
a macro-perspec ve, a government-wide push to
integrate blockchain-based data storage and
authen ca on systems would greatly improve system
resilience against breaches of personally iden ﬁable
informa on, conﬁden al government data and a acks
intended on dele ng or modifying exis ng data.
Blockchain-based technological improvements are
already being explored by the Monetary Authority of
Singapore (MAS) and the Mari me and Port Authority
(MPA), and there is great poten al for uptake across
all sectors of government.38
Within the SAF and the defence sector more
speciﬁcally, blockchain technology could provide
signiﬁcant improvements in the areas of secure
communica ons, and data survivability. For instance,
blockchain technology, combined with good
cryptography, could help the SAF transmit opera ons
orders more securely by allowing receiving units to
verify all orders and informa on received digitally, and
the subsequent recording of encrypted informa on on
the decentralised ledger prevents the tampering of
records. Furthermore, combined with good cyber
hygiene, a decentralised system for sharing
informa on and storing, transmi ed data also
increases survivability of cri cal data since there is no
single point of failure, and all nodes would have access

to an immutable ledger recording all stored data.
Nevertheless, a poten al shortcoming of blockchainbased cyber security would likely lay in the cost of its
implementa on, since the cumula ve advantages of
blockchain in cyber and data security only manifest if
the en re system is secured together by the same
technology. Given that the system is not plug-and-play
by nature, introducing a blockchain-based system for
informa on security would most likely require nothing
short of a massive overhaul of exis ng systems.

Within the SAF and the defence
sector more speciﬁcally,
blockchain technology could
provide signiﬁcant
improvements in the areas of
secure communica ons, and
data survivability.
CONCLUSION
While blockchain technology con nues to
revolu onise ﬁnancial technology, its poten al as a
scalable cyber security solu on for baseline defences
remains largely untapped by states. Blockchain
technology, as a security-by-design system, can
provide signiﬁcant advantages over current measures
for baseline defence if appropriately applied by
governments, as seen in Estonia’s case, a forerunner in
the ﬁeld of blockchain technology. Put in the context
of the cyber security dilemma, blockchain technology’s
label as a disrup ve, emerging technology becomes
evident. Whilst possessing the theore cal capacity to
mi gate

the

security

dilemma

through

the

improvement of baseline defence, the possible
implica ons it could bring to bear on the interna onal
system may prove the opposite, especially for larger
states. That being said, there is much room for further
research in this possible future of the cyber security
dilemma, and Singapore and the SAF could possibly
beneﬁt from their use within exis ng IS.
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