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ABSTRACT
In this essay, the author seeks to provide the reader with a quick introduction to intelligence, as a
springboard for him to think about how his work could be supported by intelligence, as well as to present him with
a foundational understanding of the intelligence cycle and analytic techniques. The author feels that in the future,
advances in technology will greatly increase the reach and volume of intelligence, posing new opportunities and
challenges. At the same time, any adversary waging hybrid warfare can be expected to do it by presenting more
variables, unpredictability, contradictions and acts of deception to try to paralyse our intelligence and decisionmaking. According to the author, military officers would do well to gain a better understanding of the possibilities
and pitfalls of military intelligence, the techniques and technology involved and the lessons that history has to
offer. Ultimately, a better understanding of how to grasp and exploit intelligence will be critical to operational
success.
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INTRODUCTION
Military intelligence has always held an aura of
secrecy and mystery. The success or failure of
operations, and the nature of campaigns, hinges on
commanders’ decisions, which are in turn guided by
intelligence. For those who work ‘behind the curtain’, it
has always been a tremendous challenge to gain the
knowledge and competency to be military intelligence
professionals—understanding what lead to failures and
successes in intelligence—and to ensure their own work
and reports would be accurate and useful.
In fact, the tools and techniques used by analysts
are useful for all military officers. Intelligence
production is only half the equation—intelligence
consumption must also be considered and careful.
Officers need to be ‘intelligent users of intelligence’, and
understand what intelligence can and cannot provide.
Commanders need to know what questions to ask, and
what feedback to give, to allow intelligence analysts to
best support them in providing information and insights
that meet their needs. Despite advances in
communication and connectivity, militaries continue to
operate in an era of uncertainty. Adversaries will

continue to find new techniques and technology to
deceive and mislead, while human failures and gaps in
knowledge could well continue to produce wrong
assessments. Military intelligence has learned and
adapted to these difficulties, seeking to overcome these
hurdles through intelligence analytic techniques that
promote analytic rigour and productive collaboration.
This essay seeks to provide a quick introduction
to intelligence, as a springboard for the reader to think
about how his work could be supported by intelligence,
including by gaining a foundational understanding of the
intelligence cycle and analytic techniques. In this essay,
the author seeks to provide a quick introduction to
intelligence, as a springboard for the reader to think
about how his work could be supported by intelligence,
as well as to provide him with a foundational
understanding of the intelligence cycle and analytic
techniques.

THE CRITICAL ROLE OF INTELLIGENCE
History is replete with examples where
intelligence was critical to the success of military
operations. For example, in World War II (WWII),
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campaign successes resulted due to successful
codebreaking and used in combination with deception
to great effect. In the Battle of the Atlantic, ‘Ultra’
decrypts allowed Bletchley Park to anticipate
Unterseeboot (U-Boat) movements and overcome the U
-Boat menace to Allied shipping.1 In the Pacific War,
Station HYPO2 broke the Japanese naval code, and
allowed the United States (US) Pacific Fleet to anticipate
the Japanese attack on Midway and decisively defeat
the Imperial Japanese Navy.3 In anticipating the
movement of the Japanese fleet, Station HYPO was off
by only five degrees in azimuth, five miles in distance,
and five minutes in time.

"In wartime, truth is so precious that she
should always be attended by a bodyguard
of lies."
– Sir Winston Churchill4
In the European theatre, intelligence took on a
much more active role. The Allies manipulated German
intelligence, and deceived the Axis powers
spectacularly, which greatly aided the Allied war effort.
Allied shenanigans included the Double-Cross System,
where ‘turned’ Nazi agents in Britain were used to feed
disinformation to their Nazi controllers Another
disinformation plan was Operation Fortitude, which

Source: Department of Defense Cuban Missile Crisis Briefing Materials, John F. Kennedy Presidential Library and Museum,
Boston, United States.

US aerial reconnaissance photograph of a medium range ballistic missile launch site at San Cristobal in Cuba, on
1st November, 1962, during the Cuban missile crisis.
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created phantom armies to deceive and delay German
reinforcement to the D-Day landings. Particularly
mischievous was Operation Mincemeat, which used a
corpse dressed up as a Royal Marine officer carrying
falsified correspondence (‘the man who never was’) to
fool the Germans into believing that the Allies intended
an invasion of Greece and Sardinia.5 The Mincemeat
deception proved successful, and caused the Germans
to spread out their forces. When the Allied attacks
came, the Germans delayed sending reinforcements, as
they had been misled to think that these were Allied
feints.6 Allied deception schemes were marked by a
tremendous amount of whimsy—propped up by the
production of numerous fictional documents, people,
and narratives, filled with many an inside joke. Indeed,
it was felt that a quick wit was the mark of a good
intelligence officer! Another necessary skill was the
ability to create a compelling narrative. The more
expressive officers of this era of intelligence went on to
write gripping bestselling books, both non-fiction and
fiction.7

Wikipedia

Unfortunately, history is also replete with failures
of intelligence. Events such as the fall of the Soviet
Union and the use of hijacked aircraft for the 9/11
attacks were not adequately prepared for, due to
failures of imagination, compounded by institutional

bureaucracy and bias. It is not that such possibilities
were entirely unthought-of. Rather, the internal
selection environments of large organisations have
difficulty dealing with such possibilities, arising from
both individual behavioural biases, as well as
organisational dynamics. Generals have often been
accused of the error of planning called ‘fighting the last
war’, and military intelligence is not immune from this
tendency. There have also been failures of the opposite
kind, where ‘false positive’ assessments were reached
based on unreliable sources, an example of which was
the mistaken assessment in 2003 that Saddam Hussein
still possessed Weapons of Mass Destruction (WMD).
This wrong assessment stemmed from a single
unreliable source, appropriately named Curveball. It
appears that confirmation bias, and a bias to action,
might have been at work. That these mistakes occur,
despite the best efforts of well-trained intelligence
professionals, points to the difficulty inherent in the
practice of intelligence. Distrust in intelligence
professionals has also led to decision makers shortcircuiting the intelligence process, sometimes with
disastrous results. In the Vietnam War’s Gulf of Tonkin
incident, former US Secretary of Defense, Robert S.
McNamara ‘became his own intelligence analyst’ and
seized on two raw intercepts as ‘evidence’ of North

Military intelligence diagram of defence positions during the Battle of Okinawa, 1945.
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Vietnamese attacks on US ships, which escalated the US
involvement in the Vietnam War.8
Of course, intelligence is not all stratagem and
deception, nor war-changing and world-changing. At the
more workaday operational and tactical levels,
intelligence is far more straightforward and critical as it
allows commanders to concentrate force where it can
make a decisive difference. This concept is wellcaptured in the 3rd Generation Singapore Armed
Forces’ (3G SAF) concept of ‘precision intelligence’,
which will drive ‘precision strike’ and ‘precision
manoeuvre’. By combining these elements, the 3G SAF
aims to wage ‘precision warfare’. Recognising the
importance of intelligence in driving these outcomes,
the SAF established the Military Intelligence
Organisation (MIO) to lend dedicated focus to the
development of intelligence capabilities, and to work
towards realising the vision of precision intelligence. But
to be effective, intelligence must ‘flow’. The Command,
Control, Communications and Computer (C4) network
can be thought of as the ‘pipes’ through which
intelligence ‘flows’. Recognising the importance of C4
capabilities to delivering timely intelligence and action,
and how C4 and intel capabilities must necessarily be
developed together, the C4 and intelligence
communities were brought together under one
umbrella, the ‘C4I Community’, with the necessary
leadership and staff capabilities to raise the C4I
capability required for the 3G SAF.

The Command, Control,
Communications and Computer
network can be thought of as the
‘pipes’ through which intelligence
‘flows’.
Lowenthal explains the foundational practice in
intelligence—the ‘intelligence process’, which is a
repeated closed-loop cycle of: identifying requirements;
prioritising and planning; collection; processing and
exploitation; analysis and production; and dissemination
of products and consumption by intelligence
consumers, who then give feedback to intelligence
producers on how well their intelligence needs have
been met.
(1)

Identifying requirements, prioritising and
planning. This first step is the most important,
and yet can be the most neglected: determining
what exactly is the intelligence requirement to
be met. In view of limited intelligence resources
and analytical capacity, it is vital to prioritise
requirements, and direct collection efforts to
areas that can lead to insight, decision and
action that can result in better outcomes.

(2)

Collection. Collection can be by technical or
human means with names like Geospatial
Intelligence (GEOINT), Signals Intelligence
(SIGINT)
[comprising
Communications
Intelligence
(COMINT)
and
Electronic
Intelligence (ELINT)], Open-Source Intelligence
(OSINT),
Measurement
and
Signature
Intelligence (MASINT), and Human Intelligence
(HUMINT). These represent technology-enabled
capabilities and professional competencies that
can be applied fruitfully toward acquiring data.
In the modern era, OSINT has acquired
increasing importance, partly because so many
important issues are put on public record. Every
collection means has its limitations, so different
means may be used in concert.

(3)

Processing and exploitation. This is where raw
data is turned into information. This often
requires professional skill and specialised

THE PRACTICE OF INTELLIGENCE
To the layman, intelligence can seem bewildering
and mysterious; author Ian Fleming (himself a naval
intelligence officer in WWII) has even made it romantic.
Indeed, the public perception of military intelligence
continues to be shaped by such romanticised renditions,
in books, movies and video games. But to the modern
practitioner, intelligence is simply a discipline, with its
own professional language, techniques, procedures.
The first step to understanding the world of
intelligence is simply to read the textbook. Mark
Lowenthal’s Intelligence: From Secrets to Policy delivers
an excellent overview of intelligence collection
disciplines, analysis techniques, and the structure of the
US intelligence community.9
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Figure 1: Analysis is part of the Intelligence Process or Cycle
training. For technical means, this step can be
challenging due to the high volume of data
collected—the ‘needle in a haystack problem’—
and where experience and technology, such as
data analytics and visualisation, as well as
proper stipulation of requirements [ie. step (1)
above], are critical.
(4)

(5)

Analysis and production. This includes the
integration and analysis of all available
information and the production of intelligence
products. Intelligence products must meet the
needs of intelligence consumers and preferably
be actionable. This will be elaborated in the
following paragraphs.
Dissemination
and
consumption.
In
dissemination, intelligence reports are moved
from producers to consumers. Consumption can
be via paper reports, briefings or electronic
communication, and is tailored to the needs of
the consumer.

(6)

Feedback. Finally, the intelligence consumer
must give feedback as to how well his needs
were met. This will then guide the next cycle of
intelligence planning and reporting.

ANALYSIS
AND
PRODUCTION:
REPORTING FACTS AND ASSESSMENTS
To be useful, intelligence must be accurate and

evidence-based. Facts and assessments must be
differentiated. Assessments must be based upon sound
knowledge (in breadth and depth) of the subject matter
at hand, whether it be knowledge of the adversary,
human and geographical terrain, international law, or
technology. Assessments must seek to reduce such
uncertainty, ie. looking for missing information, and
seek to assess and report such uncertainty.
But uncertainty will certainly remain. The
information collected can be incomplete and unreliable
(e.g. from Curveball as mentioned above), and analysts
will need to use their judgment and contextual
5
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knowledge to make evidence-based assessments.
Intelligence analysts need to be able to explain their
thinking objectively, and be prepared to explain and
argue why they have arrived at a particular assessment.
This requires considerable judgment, first to understand
what matters to the consumer, then to assess what
knowledge the analyst possesses that he needs to make
apparent, and then explaining the assumptions and
chain of logic that led to the assessment. All this, while
avoiding the trap of giving ‘too much information’,
which only serves to confuse. In these cases, the
consumer needs to give feedback to the analyst, and to
prompt the analyst to explain his train of thought.

To be useful, intelligence must be
accurate and evidence-based.
THE LANGUAGE OF LOW-PROBABILITY,
HIGH-IMPACT EVENTS
The language used by analysts matters. This
author suggests avoiding hedging phrases such as,
‘however, the possibility of such-and-such cannot be
ruled out’. The analysts’ intent is to warn of a possibility
of low probability but high impact, and highlighting the
need to be prepared for such outcomes. However, in
using only a statement of estimative intelligence, ie. the
degree of likelihood, to draw attention to the issue,
without highlighting the impact of such an outcome, it
may be difficult for consumers to understand why such
phrases are added. A better way to express such ideas is
to highlight them as ‘low probability, high impact’
outcomes.

THE DIFFICULTIES
INTELLIGENCE

OF

ESTIMATIVE

“If it were a fact, it wouldn’t be called
intelligence.”
– Donald Rumsfeld10
This brings us to a central difficulty inherent in
estimative intelligence. Estimates are probabilistic, and
this imposes difficulties for both producers and
consumers. For producers, the difficulty is in making an
assessment when the available evidence can be
insufficient, ambiguous, and even contradictory. For

example, in assessing a terrorist threat, there may only
be vague and non-specific indicators that such a threat
has increased, but insufficient information to assess
how such ‘increases in temperature’ may manifest in
actual attacks. Assessments are essentially opinions (not
facts) based on evidence—the less evidence there is,
the more needs to be assumed or opined. This could
result in a large degree of uncertainty. At the same time,
the analyst could face pressure to make a precise
assessment. This is because consumers need to use the
intelligence to decide how to act. Decisions are often
framed as conditionals: if A, do B; if C, do D. Consumers,
like all human beings, find it unintuitive to deal with
probability and uncertainty. And yet they must.
Given the uncertainty inherent in intelligence,
and the demand for certainty by intelligence consumers,
analysts could fall prey to a number of cognitive biases.
Analysts may overestimate the likelihood of improbable
events and remote threats, for fear of being seen as
complacent, or of committing an ‘intelligence failure’
should the threat materialise. At the same time, the cost
of an ‘intelligence false positive’, ie. overestimating the
likelihood of a remote threat, is normally small for an
intelligence analyst, who could argue that such an
outcome ‘could have happened’—a counterfactual
impossible to disprove. For the intelligence analyst,
there is also no feedback loop—no report card that lets
the analyst know how they have done on their
quantitative assessments.
Implicit bias therefore emerges from a central
conflict of interest that intelligence analysts face when
conducting threat assessments. When faced with a
vague threat, where the evidence is not clear,
intelligence analysts can be expected to overestimate
the likelihood of the threat. This has to do with
asymmetric incentives—when an intelligence analyst
overestimates a threat, the costs of providing additional
vigilance and readiness are diffused over a large amount
of time, space and people. In the end, should no threat
manifest, the additional activities could even be said to
have deterred or prevented the threat. Such vigilance is
also consistent with the general instinct and training of
military commanders to be prepared for all outcomes,
and therefore the willingness to err on the side of
caution.
6
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On the other hand, if an intelligence analyst
underestimates a threat and that threat manifests, then
the costs of casualties, lives lost and the negative impact
to readiness, morale and reputation are heavily
concentrated. Intelligence analysts are human, and
subject to the same behavioural biases that anyone else
could make. In situations of significant intelligence
uncertainty, analysts can easily imagine disastrous
outcomes—‘availability bias’—and make decisions
designed to avoid the social and reputational impact of
such negative outcomes, ie. ‘minimising anticipated
regret’. This will tend to skew such threat assessments
high, and result in the adoption of more risk control
measures. While individually, such assessments may not
be harmful, the institution, as a whole, needs to guard
against a collective overestimation of the threat, as this
would draw resources away from other uses.

Given the uncertainty inherent in
intelligence, and the demand for
certainty by intelligence
consumers, analysts could fall
prey to a number of cognitive
biases.
To overcome this difficulty, intelligence analysts
and consumers need to be thoughtful about working
with estimative intelligence. Several possibilities for
dealing with these challenges are:
(1)

Estimating uncertainty. This technique unpacks
an estimative assessment into its component
parts—the likelihood given the available
evidence and the degree of uncertainty in
arriving at that assessment. One way to visualise
it is to think of a bell curve that represents the
probability function. ‘Likelihood’ would be
represented by the position of the peak on the x
-axis (the mean), while the ‘degree of
uncertainty’ would be represented by the
‘fatness’ of the curve (the variance). Whether
such a technique is useful would depend on the
willingness and ability of the intelligence
consumer to create systems and actions to deal

with two dimensions of estimative probability.
Such an approach would be more useful at
Higher Headquarters (HHQ) which is more
prepared to deal with the nuances of
assessments, and which can then translate
these into operational directives for ground
units.
(2)

Sunset clauses for heightened readiness levels.
Threat assessments can spike after an
unexpected event such as a terrorist attack. This
is because the event itself is new and powerful
evidence, which is not only a concrete evidence
of increased threat, but also sharply increases
intelligence uncertainty as analysts scramble to
understand the new landscape. There is also a
need to reassure the public that security forces
are guarding against further attacks. However,
should such an attack prove to be isolated,
there should be a sunset clause for intelligence
and readiness levels to ‘cool down’ to pre-event
levels,
rather
than
remain
elevated
unnecessarily.

In using intelligence, the greatest danger is to tie
intelligence directly to operational decisions—ie. taking
the conditional approach of ‘if A, then B’. This is because
intelligence is uncertain, and therefore there is no basis
to apply absolute conditionals. Instead, there needs to
be a proactive process that applies due thought and
consideration into how to translate intelligence insights
into actions.

CONCLUSION
In the years ahead, advances in technology will
greatly increase the reach and volume of intelligence,
presenting new opportunities and challenges. At the
same time, any adversary waging hybrid warfare can be
expected to wage hybrid warfare by presenting more
variables, unpredictability, contradictions and acts of
deception to try to paralyse our intelligence and
decision making. Military officers would do well to gain
a better understanding of the possibilities and pitfalls of
military intelligence, the techniques and technology
involved and the lessons that history has to offer. A
better understanding of how to grasp and exploit
intelligence will be critical to operational success.
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