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CYBER THREAT – A GLOBAL SECURITY THREAT
by ME5 Seah Ser Thong, Calvin

Abstract:
The technology boom of the 21st century has led to the rapid rise and influence of the Internet on people around
the world. Originally created to interconnect laboratories engaged in government research, the Internet has
now become a universal information sharing platform that brings people from all walks of life closer
together. However, this increased interconnectedness of information sharing has its disadvantages and perils.
International hacking groups like ‘Anonymous’ have increased efforts to obtain information through illegal and
unethical means, while cyber threats like the Stuxnet Worm have become increasingly prevalent. As such, an
increasing number of countries are investing more into cyber security to combat these cyber threats. This essay
will delve deeper into the nature and extent of cyber threats and its impact on the military and potential cyber
defence measures.
Keywords: Cyber; Interconnect; Unethical; Security Threats; Information

INTRODUCTION

with this new threat. In 2011, the United States (US)

“Cyber threat is one of the most serious economic and
national security challenges we face as a nation.”
– Barack Obama, US President1

Department of Defence even designated cyberspace
as an ‘operational domain’ in which US forces will be
trained to defend.3 Closer to home, Singapore Prime
Minister Lee Hsien Loong unveiled a $130 million

The Internet is a medium that all of us have

plan in 2013 to enhance the nation's cyber security

gotten so used to. It has grown fast and furious and

firepower in the face of a rising tide of global cyber-

has seen an increase in usage from 16 million users

attacks in 2013.4 This essay explores the threat posed

to 2,937 million users presently since it was created
to interconnect laboratories engaged in government
research in the 1990s.2 It has become the universal
source of information for people all over the world

by cyber threats as well as proposes a framework for
cyber defence.

CYBER THREATS

and has inadvertently become a battlefield for a new

So, are cyber threats just hype or an overreaction

kind of warfare, ‘Cyberwarfare’. With cyber threats

by everyone? A proxy would be searching the Internet

such as the Stuxnet Worm that appeared to have

using the search key ‘cyber threats’. It is telling to

attacked Iran’s nuclear programme to the ‘Anonymous’

see the huge amount of interest in these matters.5

international

governments

While hacking and virus-writing began as hobbyist

around the world have been called to arms to deal

activities not meant to cause serious long-term harm,

network

of

hackers,
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Figure 1: Internet users’ growth6

cyber threats have since evolved towards achieving

and can be triggered by national governments,

financial and political objectives and have also

organisations and individuals. They also involve

become destructive in nature. Let us now take a

cyber-attacks like hacking and even scams and can

look at some of the incidents and damages posed.

be represented by the cyber threats spectrum shown

It is noteworthy that these incidents are wide-ranging

in Figure 2.

7

Figure 2: Cyber threat spectrum of the various threats and level of danger posed.8
POINTER, JOURNAL OF THE SINGAPORE ARMED FORCES

VOL.41 NO.3

features

53

Actual Facebook profile of United States Navy Admiral James Stavridis. The fake account was immediately taken down when
Facebook was notified.9

Attack on Estonia (2007)
A three-week wave of cyber-attacks was made on
Estonia in April 2007 that swamped websites of Estonian
organisations, including the Estonian parliament,
banks, ministries, newspapers and broadcasters.10
These were a wave of so-called Distributed Denial of
Service (DDoS) attacks, where websites are suddenly
swamped by tens of thousands of visits, jamming and
disabling them by overcrowding the bandwidths for
the servers running the sites. This crisis happened
amidst the country's disagreement with Russia about
the relocation of the Bronze Soldier of Tallinn. The
North Atlantic Treaty Organisation (NATO) had to
dispatch some of its top cyber terrorism experts
to Tallinn to investigate and to help the Estonians
beef up their electronic defences. Estonia is now
home to NATO's Cooperative Cyber Defence Centre of
Excellence which was established in response to what
has become known as ‘Web War 1’.11

While hacking and virus-writing began as
hobbyist activities not meant to cause
serious long-term harm, cyber threats
have since evolved towards achieving
financial and political objectives and
have also become destructive in nature.
POINTER, JOURNAL OF THE SINGAPORE ARMED FORCES

Stuxnet Worm (2010)
The Stuxnet is a computer worm that infected
the Iranian nuclear programme systems in 2010 and
apparently set back the Iranian nuclear programme
by as much as two years. Reputable experts in the
computer security community had labelled Stuxnet
“unprecedented… an evolutionary leap and the type
of threat we hope to never see again."12 The worm
was designed to attack industrial Programmable
Logic Controllers (PLCs) and its authorship remains
unknown.13 This is highly significant, as the Stuxnet
Worm has resulted in flaws in existing security
assumptions and was able to inflict damage on
industrial systems that were outside the Internet.
It is reported that, unlike Denial of Service (DOS)
attacks that could take at most weeks to clear up,
Stuxnet-like attacks can set their victims back by
many years.14
Facebook Sham (2011)
In 2011, senior British military officers, Defence
Ministry officials and other government officials were
tricked into becoming Facebook friends with someone
masquerading as US Navy Admiral James Stavridis.15
This allowed their information to be compromised.
Even though the fake Facebook account was deleted
VOL.41 NO.3
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The government website of Singapore's Prime Minister's office was hacked by Anonymous on 7th November, 2013.16

within 24 to 28 hours of being discovered, it was

Minister’s Office website, next to the group's trademark

difficult to find the creator of the account. “There have

Guy Fawkes mask - a symbol of anti-establishment

been several fake supreme allied commander pages,” a

defiance worldwide.20 The defaced section was quickly

NATO spokesperson said in a statement.17 “We recognise

taken offline after the hacking incident surfaced in a

that there are vulnerabilities in infrastructure… That’s

posting on Facebook.

why we see breaches by the thousand every single month.

Ukraine conflict (2014)

We know that the capabilities of foreign states are
substantial and we know the type of information they
are targeting,” said Shawn Henry, an FBI Executive
Assistant Director, in a statement.18 This highlights
the real danger in our use of social media.

The hostilities between Ukraine and Russia are
currently mirrored by a corresponding cyber war where,
as an analysis of internet traffic suggests, both sides
have opened up an online front. In one instance, dozens
of Ukrainian computer networks, including those run

Singapore Defence Minister, Dr Ng Eng
Heng, also pointed out that cyberattacks could develop into nightmare
scenarios where the networks that the
SAF relies upon during operations are
incapacitated.

by the Kiev government, have been reportedly infected

Activist group Anonymous (2013)

Activists and experts have suggested that this sets a

by the aggressive ‘Snake’ or ‘Ouroboros’ virus.21 The
number of cyber-attacks traded between Ukraine
and Russia appears to have risen sharply as relations
have worsened with the overthrow of the Yanukovych
government and the annexation of Crimea. The online
struggle is being waged by a mixture of state forces,
criminal gangs as well as independent ‘patriotic hackers’.

The government web-site of Singapore's Prime

pattern likely to be repeated in future conflicts.22 Greg

Minister's office was hacked on 7th November,

Day, the Vice-President of FireEye had mentioned that

2013 by apparent members of the activist group

the spread of information technology had widened the

'Anonymous'

Hsien

arena for conflict and meant combatants no longer had

Loong told local journalists that his government

to be heavily armed with expensive weaponry.23 This

would "spare no effort" in going after Anonymous

could suggest the simultaneous use of military and

members who had threatened to wage a cyber-war

cyber warfare in future conflicts. It could be a potential

against Singapore.19 "It's great to be Singaporean today,"

vulnerability to watch out for with our dependency on

read a mocking headline in a section of the Prime

IT systems.

after

Prime

Minister
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CYBER THREATS VERSUS THE MILITARY

is new: ‘National Mission Forces’ that seeks to remove

Threats to the Military

threats to critical infrastructure in the US, such as

In the United Kingdom (UK), it was quoted that a

electrical grids, dams and other potential targets

group of Member of Parliament (MPs) had mentioned

deemed vital to national security and are expected

that the threat of a cyber-assault on Britain is

to operate outside the US, perhaps launching pre-

considered so serious that it is being marked as a

emptive strikes on adversaries preparing to take down

higher threat than a nuclear attack.24 Singapore

critical US infrastructure.29

Defence Minister, Dr Ng Eng Heng, also pointed out
that cyber-attacks could develop into nightmare
scenarios where the networks that the SAF relies
upon during operations are incapacitated. These

2) UK Ministry of Defence (MoD)
The UK Defence Secretary had announced in 2013
that a new cyber unit would be created to help defend

networks support the Singapore Armed Forces’ (SAF)

national security with hundreds of reservists recruited

surveillance, weapons, engineering, logistics, and

as computer experts to work alongside regular forces

most importantly, communication systems.25

in the creation of the new Joint Cyber Reserve Unit.30
The role of the unit is to protect computer networks

With enduring cyber threats looming, many

and safeguard vital data and, if necessary, launch

countries have actually commenced the setup of cyber

strikes in cyberspace. Conservative Minister, Mr Philip

defence organisations within their militaries to take

Hammond told the Conservative Party conference

them on. Let us take a look at the initiatives taken by

that "the threat is real… and that… Last year… cyber

various countries’ militaries in the war against cyber

defences blocked around 400,000 advanced, malicious

threats.

cyber threats to the government secure intranet

(1) US Department of Defence (DoD)
The US Cyber Command officially began service in
October 2009 and aims to protect US military networks,
as well as possibly launching digital warfare attacks

alone."31 The MoD said the recruitment of reservists
will target regular personnel leaving the armed forces,
current and former reservists with the required skills
and civilians with the appropriate technological skills
and knowledge.32

against rival nations. The department was established
26

by Defence Secretary Robert Gates and marked the

(3) Japan Ministry of Defence (MoD)

first time the US government has ever created such a

While cyber security in Japan is largely the

department. A fivefold increase in the staff of the US

responsibility of its Self Defence Forces, however,

Cyber Command in 2013 is indicative of how conflict

Japan’s Ministry of Defence set up Japan’s first Cyber

in cyber space is moving towards centre stage for the

Defence Unit on 26th March, 2014 as it reorganised

US military, a domain similar to land, sea, air and

the ministry’s hitherto disparate cyber security

outer space. As reported by Ellen Nakashima in The

teams under a single command.33 The new combined

Post, there are three types of forces under the Cyber

command unit, with a budget of ¥14.1 billion (US

Command. Two are familiar: ‘Combat Mission Forces’ to

$141.9 million) as compared to the previous year’s

serve in parallel with military units and ‘Protection

¥9.1 billion for its cyber teams, will provide integrated

Forces’ to defend Pentagon networks.28 A third area

24-hour cyber security monitoring, inspection and

27
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analysis, defence, cleansing and training functions

a member state could be covered by Article 5, the

for the entire military.34 It was formed with an initial

collective defence clause. That states that an attack

staff of a hundred to act as a central hub to co-

against one member of NATO "shall be considered an

ordinate responses and develop expertise and training.

attack against them all" and opens the way for members

Politically, the government has also established new

to take action against the aggressor—including the

rules governing the circumstances in which Japan

use of armed force—to restore security.38 That NATO

may counter attack against a cyber-threat.35

is updating its cyber defence strategy now shows how
rapidly cyber warfare has jumped up the agenda.39

(4) Singapore’s Military Response

Besides recognising cyberspace as an ‘operational

Back home, Singapore has set up a centralised

domain’, and taking actions against potential cyber

Cyber Defence Operations Hub in 2013 for more robust

aggressors, what more could be done by the military

defences of its military networks. In announcing the

to combat cyber threats? What are the challenges that

setting up of the operations hub, Defence Minister

must be faced? I will outline some of the challenges

Dr Ng Eng Hen mentioned that the round-the-clock
operations hub will allow the SAF to build up its
expertise to not only combat evolving cyber threats,
but also disrupt the military's front and back-

that would need to be considered before implementing
any cyber defence strategy.
a. People as the weakest link

end systems. The hub is established to defend the

While systems can be put in place, people always

Ministry of Defence (MINDEF)/SAF military networks

turn out to be the weakest link. The human

against cyber threats. The hub will partner Singapore

tendencies to be trusting and inquisitive make

Infocomms Technology Security Authority to keep

people gullible to the many cyber shams that

abreast with the latest developments in cyber threats
and will also draw on the existing expertise of the
SAF and MINDEF, as well as the defence technology
community.36 The SAF has been consistent in its build
up to keep abreast with the increasing cyber threats.

are out there on the Internet. As such, increased
awareness is necessary to ensure that people are
not the weakest link.
b. Lack of Cybersecurity Competency

As mentioned by Dr Ng, the SAF was not starting

While casual users of the Internet are aplenty,

from scratch, but amalgamating existing SAF-wide

there is a lack of ‘cyber talent’, and this could

resources that deal with cyber-attacks.

be a gap that provides a possible vulnerability.40

37

CYBER DEFENCE FRAMEWORK

This is partly due to a massive global demand
that stretches an already small, existing pool of

Reflecting on how all international conflicts now

people.41 The Cisco 2014 Annual Security Report

have some digital component, the North Atlantic

has reinforced this gap with its estimation that by

Treaty Organisation (NATO) has updated its cyber

2014, the industry will still be short of more than

defence policy to make it clear that a cyber-attack

a million security professionals across the globe.42

can be treated as the equivalent of an attack with
conventional weapons. The organisation's new cyber
defence policy clarifies that a major digital attack on
POINTER, JOURNAL OF THE SINGAPORE ARMED FORCES

c. Lack of attribution of Cyber Attacks
There is a challenge to attribute attacks to specific
perpetrators in cyberspace as identities can
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ENABLE

Gap Assessment
Policies and Doctrine
Performance Metrics Training

DETECT & RESPOND
Monitoring
Crisis & Consequence Mgt

COLLABORATE & DETER
Intelligence and Collaboration

CYBER
DEFENCE

Proactive Defence
Internet Security

PROTECT
Infrastructure
Red Teaming
Figure 3: Proposed Cyber Defence Framework

be easily masked. Even if that is possible, there

programme as a modest encroachment on privacy

is the added difficulty in determining if he is a

and necessary to protect the US from terrorist

representative of a state, a state-sponsored actor,

attacks. Therefore, while individuals value their

a terrorist or just a prankster. As governments

privacy, it may have to give way in the interest of

cannot be easily made liable for cyber-attacks done

national security.

by private hackers working individually, retaliation
becomes an unlikely scenario. Consequently, if
the attacker is misidentified, there is a possibility
of harming innocent individuals or targeting the
wrong place.43

e. Lack of boundaries in Cyber space
Cyber space has no boundaries which would mean
that national boundaries are not deterrents as
perpetrators can conduct attacks from anywhere
as long as they have access to the Internet. This

d. Dilemma of Individual Privacy Versus National

increased interconnection in the world as well as

Security

the speed of proliferation of new technological

In ensuring cyber security, the above-mentioned

products

would be a common tussle. The revelation by former

cyber-attacks.

offers

increased

opportunities

for

Central Intelligence Agency (CIA) technical worker,
Edward Snowden, in June 2013 that the National

I seek to propose a cyber defence framework that

Security Agency (NSA) was collecting millions of

could be undertaken along the key tenets of Enable,

telephone records and monitoring internet data to

Collaborate and Deter, Protect and Detect & Respond.

track individuals suspected of terrorism and spying

It is important that a defence-in-depth approach

highlights this fragile balance.

is taken so as to provide overall resilience against

44

In response, US

President Barack Obama defended the surveillance
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A. Enable

attacks, safe usage of the networks as well

This tenet is about understanding and improving

as the kinds of attacks that will be responded

the current state of preparedness against any cyber

to.46 This process should include a review,

threats.

update and enforcement of security policies
and legislation as well as the establishment of

(1) Gap Assessment
The start state would be to make an

baseline control over network access and usage
protocols.

assessment of the cyber security maturity and
identification of areas of vulnerability as well

(3) Performance Metrics

as technological readiness. Comparison with

While it may not be possible to measure in the

the industry regulations, standards and best

beginning, it is necessary to develop metrics to

practices would be the start state for such

assess the operational effectiveness of cyber

an assessment. Even after the establishment

defence measures as a function of time. This

of a cyber security system, vulnerability

would enable better decision making about

assessments which help to identify and

the cyber defence investments required. Such

prioritise network vulnerabilities should still
be conducted periodically and after security
updates. The outcomes would be to generate
comprehensive

reports

and

databases

identifying known vulnerabilities that can be
exploited.45

NATO's defence clause states that an
attack against one member of NATO
"shall be considered an attack against
them all" and opens the way for members
to take action against the aggressor—
including the use of armed force—to
restore security.
(2) Policies and Doctrine
There is a need to build up the policies and
doctrines to manage and respond to cyber
threats. It would be necessary to develop an
overarching cyber security doctrine rather than
a patchwork of policies and agencies dealing
with cyber threats. The doctrine could define
several aspects of cyber security, including
defence against attacks, steps taken to deter
POINTER, JOURNAL OF THE SINGAPORE ARMED FORCES

measurements can also help decide on the
continuation or termination of cyber defence
measures, as well as providing important
hindsight. It is noteworthy to consider
benchmarking.

However,

proxies

may

be

necessary as the information gathered would
inherently be classified in nature.
(4) Training
There would be a need to institutionalise
the training of personnel. Sustaining a
continued pool of trained personnel who are
technologically skilled and cyber-savvy would
be essential. More importantly, they must
have hands-on skills and not just academic
knowledge. The launching of the first and only
Cyber Security Academy amongst the Institutes
of Higher Learning by Singapore Polytechnic in
December 2013 could be one such avenue to
cater to this training demand.47
B. Collaborate & Deter
This tenet would involve deterring would-be
perpetrators through establishing collaborative
networks as well as establishing a proactive threat
defence.
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(1) Intelligence and Collaboration

there is a need for constant communication

Intelligence is a key component of this tenet

as well as the need to impose security

and there is a need for defence agencies to work

restrictions. Existing security classifications

closely with local and regional counterparts to

as well as punishment for offences may have

monitor and disrupt possible threats as well

to be increased due to the sensitivity of

as to identify and pre-empt emerging threats.

information in this domain.

Feedback should be gathered from all available
means and ‘live’ information sharing among
counterparts should be established to enhance
situational awareness and collaboration against
cyber threats. Such alliances and defences must
be on 24/7 alert to ensure constant vigilance,
as well as to deter would-be perpetrators.

C. Protect
This

tenet

would

involve

designing

and

implementing a cyber defence infrastructure so as to
deny any possibility of an attack.
(1) Infrastructure

Besides deterring external threats, there is a

As mentioned by former US Deputy Defence

need to deter and mitigate against possible

Secretary William Lynn, “If an attack will not

insider threats. This could be done through

have its intended effect, those who wish us

strengthening

harm will have less reason to target us through

workforce

communications,

workforce accountability, internal monitoring
and information management capabilities.

48

(2) Proactive Defence

cyberspace in the first place.”50 An important
part of this build up would be applying
Disruption-Tolerant Network (DTN) technologies

Besides the setup of a responsible agency for

for both centralised and decentralised networks.

cyber defence as a deterrent, there may also

DTN architecture revolves around a data-centric

be a need to deploy proactive threat defences

model and not the traditional network-centric

to deter potential adversaries. One such

model and helps ensure that data is protected

mechanism looked into by the US Air Force is

at all times and not only in transmission.51

the use of cyber deception capabilities to trick
and manipulate cyber attackers. It is intended
to be used solely on Defence Department
networks and be concealed from adversaries,
all while impeding attackers by increasing
the costs of their actions while providing
increasingly limited gains.49

(2) Red Teaming
As part of the build-up of a cyber defence
infrastructure, the employment of white-hat
hackers to perform red teaming could be used
to perform security evaluations of hardware
security, software security and procedural
security as well as to uncover potential

(3) Internal Security

vulnerabilities. Red teams are one of the only

Besides external deterrence, there is also a need

qualitative metrics in today’s system technology

to protect against insider threats. As people

discipline, thus playing an essential role.52 The

are the first line of defence in sustaining good

overall goal of employing the red teams is to

cyber ‘hygiene’ and reducing internal threats,

improve system defences.
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D. Detect & Respond
This tenet is about the response as well as the
investigation of any cyber threats.
(1) Monitoring
To be able to respond, you have to first be able
to see the adversary. There is therefore a need
to build detection and analytical capabilities.
One way would be the inclusion of anomaly
detectors to spot irregular traffic and report
the findings. A truly sound security prototype
will employ anomaly-based detectors alongside
signature-based detectors, as neither type of

CONCLUSION
While we may never know when a cyber threat
will ever strike, we do know that the trends are on
a perennial increase and thus necessitate continued
vigilance. We need to adopt an attitude where we
presume that the adversary is constantly on the
networks. As seen by the various examples, it is
hard to pinpoint likely threats as cyber threats can
be unleashed by nations, organisations or even
individuals. As such, the recommended framework
is proposed to ensure a swift response to any
cyber threat. In conclusion, I quote the following
which highlights our strong commitment to cyber
defence:

detector, by itself, is fool proof. Using the
two systems together properly and in serial
will drastically improve a network’s security
posture.53

"You may think you are anonymous. We will make
that extra effort to find out who you are."
– Singapore Prime Minister, Lee Hsien Loong55 

(2) Crisis and Consequence Management
Besides containing the effects of cyberattacks, there is a need to ensure a quick
recovery. Formalising the business processes
for response and recovery will help to build
resilience. Cyber gaming on various scenarios
can also be performed to test and improve
personnel response capabilities. One example
of a large scale cyber exercise is ‘Cyber Storm’,
a pseudo cyber-attack coordinated through the
US Department of Homeland Security’s National
Cyber Security Division which tested how senior
leaders of the US government would respond to
a cyber incident of national significance. The
first ‘Cyber Storm’ was conducted over five days
in 2006 and involved more than 100 public
and private organisations in five different
countries.

54
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